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*4BJE»AHrr a for ccsmmim general, signal srcuriti agehct 



SUBJECT* General Cryptanalytle Pro'alwa 



PZS0US5ICK 

1. A Control Office surra/ of the operations of the General Crypt- 
snsl/tle branch was undertaken during the month of July* It 1100000 evi- 
dent from the first thet It was not possible to limit this purvey to the 
Central Cryptanalytle Branch alone, tut that It would be essential to ex- 
tend the study to include operations Integrally associated with the 
problem which sere under other separate administration* The survey 
therefore re v iew ed the General Crypiamlytie Problem as a whole* 

2. The General Cryptanalytle Problem is considered to be the pro- 
duction of Intelligence from foreign communications other than t ioae of 
the Japanese Army, this approach neeeaaltated a survey of the General 
Cryptanalytle Branch, the General Analysis Section and the Records and 
Distribution subsection of Traffic Analysis and Control Branch, the In- 
formation section of Information and Liaison Branch, and the riplcoatic, 
Military Attache, and Com ercial Translation Sections of the language 
Trench, 

3* The consideration which sas uppermost In the nlnde of the survey 
group sas the fact that the General Cryptanalytle Problem sill be the 
major function of the post-mar signal Intelligence activity. With this 
In view, the functions end the integration of the parts of the problem 
sere considered in the light of their ability to function effectively im- 
mediately after the cessation of hostilities with the moat efficient use 
of personnel, apace and equipment* 

4* The survey was conducted in the same manner as the survey of the 
Japanese Army Problem previously. The Assistant Director of Communications 
Research was associated with the Control Office during the coarse of the 
study, and a representative of the Chief of the Intel ligervoe Division sas 
present at all of the meetings. Each unit surveyed prepared a check list, 
which la attached as Tab A. The preparation of the cheek list not only 
Insured that each survey followed the same general pattern, but also, its 
preparation necessitated a careful analysis by the section chief of the 
operations of his section, with the result that he, himself, discovered 
many Improvements In operations which he could effect immediately or 
bring up at the renera! meeting for discussion. Following the prepara- 
tion of the check list, meetings were held with each unit* 
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SPSIS-IA (SI August 1945) 

5* Wiens of a more or Iocs roittina operational nature* such as 
specific ease* of inadequacy of illumination* dissatisfaction because oi 
grades and jarcmotieoe* etc,* sera handled, as far as posslbls as ths 
surrey projrressed* by reference to the proper authority* 

6, A description of ths typical work flow in the General Crypt- 
analytic Problem has been prepared and is attached as Tab ft, The reports 
on each of the individual sections ere attached at Tabs C through 0* 

These reports are Halted la general to a description of the organisation 
and functions of eosh section, 

7, The examination of the overall operations of the General Crypt- 
analytic Problem revealed many difficulties which sere cannon to most of 
the seetlms, These problems can be considered as arising from four 
fundamental difficulties t 

a, Administrative separation of integral parts of the problem* 

b, I’hyslcal separation of units whose work should be elosely 
integrated, 

c, riffieultles of i»raonnal procurement and administration, 

d, lack cf existence of a method of applying priorities baaed 
on consideration of all the elements involved or systematic review of 
the results obtained. 



a. The administrative and organisational philosophy under which 
the operations of the Agency have been conducted over the past year or 
two has resulted in separating functions which ere fundamental to the 
performance of a mission from the office to which the responsibility for 
that nlealon Is primarily assigned, 

b, A typical oxample of this has been the placing of the XEttf 
equipment and personnel under en administration which is separate from* 
end therefore cut of the control of* the operations which it serves. 

This use apparently dons out of consideration principally for tha else 
of the mu group end without consideration of the fact that a piece of 
mu equipment is a tod* as arc pencil end paper* for the tec h nici a n 
who is performing one of the basic operations of signal intelligence 
activities. The result of this has bean that the cryptanalysts who 
should be as familiar with IhU machines as they are with pencil and pa- 
per* mathematics of probability mart statistics* Pemingtor. Subtracter 
machines* etc,* have been so separated from these machine* as to become 
familiar only with the general professes of use of IBM equipment. It is 
the opinion of a large number of cryptanalysts that this fact has con- 
stantly p roved a hindrance to the progress of the work. 
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c* This philosophy has pervaded even further Into the opera- 
tions, no that it con bo seen at work within the Intelligence Division, 
Fere « recognition of the existence of too basic Operations whoee work 
could be and in essence wee easily separated, i.e*, the Japanese Amy 
Problem aid the General Crypterrlytic Problem, won subordinated to a eon* 
cept of branches, attempting to combine ell activities which were similar 
in essenoo but different in scope end natter* For example * the lef crea- 
tion Section of the Xnfemotion end liaison Branch, which coUeete end 
supplies information eleont exclusively for the General Cryptanelytle 
Problem (the Shipping end Order of Settle Section# serving the earns pur- 
pose for the Japanese Amy Problem) has always been administered sep- 
arately from the operations rtLth uh.’ch ite work wee most intimately con- 
nected* 'The separation of a group such as the Information Section free 
the operation which it serves gives rise to tmneoessery problems of 
coordination* It scans that problems of coordination of several facets 
of one basic activity have had to be coordinated through the Chief of 
the intelligence Division, instead of being completely coordinated, ee 
they could lave been by an officer charged with the rasponaAbility for 
the General Cryptanalytie Problem as e whole* (Kile sees fast is tree 
of the parts of the Japanese Ax*y Problem and waa recognised in the o*- 
preeadon of a need for a Coordinator of the Japanese Amy Problow, which 
was net forth in the control survey of that problem*) 

d* This sane philosophy wne evident in the rvmnra in which the 
Japanese landings has hem administered* in this earn also, the number 
of persons involved in the process and the problems of their admtnistra- 
tlcn wee *ivsn preference over the requirements of technical efficiency 
which ailitate in favor of their integration into the cxyptaralytie 
problems which the linguistic persorrel served* This has alee meant 
that any of tho jarobXeas of the sections of the General Cryptanalytie 
Branch engaged in the solution of the Japanese systems other than those 
of tlie A ray have bed to be coordinated by the Chief of the intelligence 
Division instead of at the scarce of the problem, 

e* Sinilnrly, the organisation of the Traffic Analysis and Con- 
trol "ranch has resulted in the separation of certain bade functions 
from the operations with which they should have been integrated In the 
first instance* The analysis of the traffic of the Special Osman Diplo- 
matic Set, the Japanese Domestic ret, the Far Fa stern Diplomatic %t, end 
even to some extent the International Point to Point ^otwarks, ip an 
operation which bears directly on the solution and translation of nsssages* 
The luterralation of these activities has been raec^rised more dearly by 
the gravitation of the different operations to each other in the fora of 
informal personal contact than by the organisation stricture which has 
separated them administratively* 

9* ftamdcal aeraratlcan of Units w^aoWork ShcoHJae ^Icj-lylnte- 
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SPSOtt (31 August 1945) 

a. Addsd to tbs dlffltrtftie* of stiadnistratlve cootrel* gso- 
grmjMo locution of port* of the General Cryptanaljtlc Problem has been 
sp »m need at to plaee serious handicaps in the my of aost effective 
opera-1 I^n, "ithin itself* the General Crypianplytie Prow* his been di- 
vided alnost emially bet men the two operation* buildings* This has 
made difficult close contact between the Brunch Chief and the sections 
of his bmr.efe, likewise, It has "Ivon rise to numerous difficulties 
attendant on the passing of eorrasponlattoe end directives of any degree 
of urgency between the two build.' rgs, 

fc, The separation of two of the nost productive rf the d'plo* 
ratio sections from h-th the Irfoanstiau Section and the Pi'lletin Section 
has been curtly in terns of time end accuracy. Having been rn£e aware 
cn all sidoo of a lack of coordimtieo between +be Infcrrurtion Joction 
and the operating sections of the General Crypt analytic Drench* a r.ieoting 
was held during the course of the contrail survey between the responsible 
persons in the UndPbrnation faction and ths principal bodcfercahcrs and 
translators of the General Cryptoralytie Branch, 5wo ffeots mi o found to 
ire outstanding during the course of an open discussion of rays cf more 
closely i' tsjenatinc the activities of these two groups of reople, 

c* The first of these was that the edni.^sU’tttive separation 
uttler iMcth they worked bed not bean effective in orienting the two groups 
toward a ccenon goal* and second, that the riiysical separation of the 
groups ’ied actually prevented T roper use being r ratie of the facilities 
offered by the Inf emotion Section, The most striking proof of the lat- 
ter fHct was given by the head of the Topical Index Subsection n f the 
Inf erratics Section* who said that since the Ecraroe benguago and the 
'Hscellanecu# language Sections rf the Oer»iol Cryptanelytie Branch had 
moved to trorEticms «A» Building, the nuaoer of ruestiona asked of bis 
section hp& dro prod by nearly half. Fully aware that the maker of 
quattlorg raodirs to be answered had rot dropped* the conclusion tint 
there wan so much tins and labor Involved in transaeting business hy 
telephone or by walking the distance between the tee buildings that ques- 
tions ainply wore rot asked mo substantiated b the translators and boefc- 
broakers of the General Cryptsnalytie Branch, 

d, Although by nor the disappearance of the Japanoso lilitary 
Attach# of come- Japanese Mpior'tie traffic has deexeaeed the importance 
of the problem* the separation of the Japanese Diplomatic translation 
C ? ction aff the language Branch from the Japanese Diplomatic Section of 
the Gan^ml Cryptsnalytie Sraneb presented jnat such a case of waste no- 
tion a?tf tiTO mused by physical separation. The units .crfoiTiing all 
of Lhe csyptarelyUe and eryptograpMa oroeesew on Japanese ri^tcfntio 
Tiesragos voro Icented in the fourth wing of the first floor} the trans- 
lator?: xiem located in the heedhouss opposite the first Jlng cn the 
socooti floor, Vvat y Japanese ^inloratis message had to bo carried twice 
between those two offices* The amount of tine spent in carrying theme 
messages beck end forth has bees enormous. 
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4» That the Assistant Chlaf of Staffs G-2, be infecnad of the critical 
need of this Ageney for linguists, a&theatticlans and enginearsj that a 
list of qualification* ba suhnltted, and the Assistant Chief of Staff, 0-2, 
request of the Adjutant General to inf or® this Agency of all men discharged 
from 'SIio Army «ho safciafy those qualification** (This baa been directly 
rodflortenled to the Personnel Brent*. ) 



5« That promotion* of teehnleal personnel be reviewed b-j a mall 
board of technicians who era capable of judging their ability. Such a 
} oard should include nan such as tr« Friedoan, Colonel Rollback, and Lt. 
Colonel Rowlett* 

6* That a priorities control and review unit be estabHahed, as set 
forth in Tab Q. 



7, That ae coo® as all plana have been oonpleted for the physical 
relocation of all of the offices of the Font, the entire lighting spate* 
'« studied by cenpetent iHuninatlon engineers, 

*5* TJmt when plana for physical relocation have bean cooploted, 
the no ee salty for an air-conditioning ays tea be investigated* 

9, That the research Group of the General Cryptanalytie Branch ba 
established with e note foraal relationship to aeeurity problnaa* Should 
the ostablishnent of a Eaaaareh and bevelojwwat Civilian be approved* this 
group should be incorporated in lt« 

1C* That the Recorder*# Group of General Cryptanalytio Branch be aug- 
mented in quantity and quality of personnel in order to finish aa soon as 
possible a complete writing up and oroaa-indexing of teehnleal processes, 
cryptographic eysteaa, etc* 



COaCrRMTCES 



17 Inda JAMBS K. HUD?, JR* 

Tab A * Cheek List -fejor. Signal corps 

Tab B - Work Rios w/lnol Control Officer 
Teb C - Survey B-4D w/2 inols 
Tab D • Survey B-3 Ad® w/2 inela 
Tab B * Survey B-3A w/2 inda 
Tab F - Survey B*3B w/2 inda 
Tab G * Survey B-3C w/2 inda 
Tab H - Survey S*3E w/2 inda 
Tab I * Survey 3*35 w/2 Inels 
Tab J - Survey B-1M 
Tab K ♦ Survey B»3F w/2 inels 
Tab L * Survey B-1C 
Tab II • Survey 3-lI> w/2 inels g 
Tab J! - Survey 8-3G v/inel 
Tab 0 - Survey 2R«6 w/2 inda 
Tab P • Study • Prinwrewnt of PsrscnnSX : j~ 

.Thb Q - Proposed Priorities Control thdt '■ :j/, r 
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COWmOL OFFICE SDRVEf 



1, A continuing survey of operational and administrative proce- 
dures is being conducted by the Control Office in order to: 

a. Discover any possible improvements which may bs effected 
in operational efficiency* 

b* Evaluate the use of personnel and space* 

c* Examine relation of unit surveyed to other units* 

i / 

tA ^ A » 

2* lo Claim is made by those conducting the survey as to technical 
knowledge which would permit them to originate suggestions of value as 
to the techniques employed. However, by a review of operations, those 
experienced in each are themselves led to suggest possible improvements, 
and hence, it is from this personnel that the most worthwhile suggestions 
are expected* 

3* Sometimes operations are in effect where output does not justify 
the expense involved, but are continued only because of habit* Piles 
are continued which are unnecessary* 

A* Also, operatives have ideas as to possible improvements, which 
they have not effected because of lack of time to interrupt their daily 
work* A survey such as this affords the opportunity to discuss all 
phases of the operation of each unit; to examine all ideas and suggestions 
as to possible measures to improve procedure} to eliminate unnecessary 
work; reduce reports; in a word, to review all activities of eadh unit* 

5* Zt is desired to interrupt operations as little as possible, 
and the attached check list is a step towards this end. The check list 
should be completed and returned to the Control Office with the requested 
material attached* 
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CONTROL OFFICE SDRVET 



1* A continuing surrey of operational and administrative proce- 
dures 1 s being conducted by the Control Office in order to: 

*• Discover any possible improvements which may be effected 
in operational efficiency* 

b. Evaluate the use of pe^onnal and space* 

c* Examine relation of unit surveyed to other units* 

!k - “ <• ‘i 

2* No claim is made by those conducting the survey as to technical 
knowledge which would permit them to originate suggestions of value as 
to the techniques employed. However, by a review of operations, those 
experienced in each are themselves led to suggest possible improvements, 
and hence, it is from this personnel that the most worthwhile suggestions 
are expected* 

3* Sometimes operations are in effect where output does not Justify 
the expense involved, but are continued only because of habit* Files 
are continued which are unnecessary. 

4* Also, operatives have Ideas as to possible improvements, which 
thsy have not effected because of lack of time to interrupt their daily 
work. A survey such as this affords the opportunity to discuss all 
phases of the operation of each unit) to examine all ideas and suggestions 
as to possible measures to improve procedure) to eliminate unnecessary 
work; reduce reports; in a word, tc review ell activities of each unit* 

5. Xt is desired to interrupt operations as little as possible, 
and the att&ohsd check list is a step towards this end. The check list 
should be completed and returned to the Control Office with the requested 
material attached* 




1. Space allocation • to be prepared by Control Office* 

2. Work flow chart • on 1 above, draw in the flow of work. 

3. Organisation chart of unit. (If one ia not available, 
furnish a rough diagran to Control Office.) 



4. Data on assigned personnel t 

a. Nunfcer of officers 

b. Nuaber of enlisted personnel 

c. Hunger of civilians 



Male 

WAG 

Hale 

WAC 



d. Total 



1. The following questions are to be answered as briefly a a possible! 
a. Mission - Statement of mission (general) by subaection. 



b. Operations! 

(1) What units work in close liaison with your section? 
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(2) Is personnel assigned adequate for mission? 
If not | state requirements by subsection. 



(3) Have requirements been requisitioned? 



(4) Difficulties arising pertaining to personnel. 

(a) Pronotion 

(b) Dissatisfaction 
(e) Others 

d. Space: 

(a) Is space adequate? If not, state requirements. 



(b) Is location convenient for contact with other 
sections with whom you work? 

e. lighting: 

Is lighting adequate? 

f. Piles: 

(1) What files are maintained? (be specific) 



2 




(2) Row long la material leapt? 



(3) Suggestions for eliminating unnecessary files 
or disposing of obsolete files. 



(4) What functions and records have been discontinued 
in last six months? 



g. Correspondence - '.That type is carried on? 



h. Reports 

(1) What reports aro rendered by «ach unit, and 
what distribution ie made? 



(2) Suggestions for eliminating unnecessary reports. 



\ 
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(3) What la used as reference material, host handled, 
how long kept? 



1. General - Suggestions as to steps possible for 
improvement in operation of your unit? 



k 





1, To present the interrelation of all of the parts of the General 
Cryptanolytlo Problea in the dearest maimer possible* this description 
of the floor of work in the present orgsaieatiem in this problem fans tacfi 
prepared* The method of presentation is to folios the flee of messages 
through the various sections and units* outlining In sons detail the 
processing to which It Is subjected in each of the sections* A chart* 
illustrating the weak flow of traffic In the General Cryptanslytlc Problem* 
Is attached herewith* 

2* The traffic which pertains to the General Cryptanalytic Problea 
Is Intercepted In the largest measure by fixed stations under the direct 
control of the Signal Security Agency* the Office of the Chief Cable 
Censor* and United Kingdom Intercept Stations* These sources of the raw 
material are all In communication with the Signal Security Agency by 
teletype* but several different practices are employed in the submission 
of the traffic* 

a* The stations under the direct control of the Signal Security 
Agency submit all government traffic by teletype unless specifically re* 
quested to do otherwise} end non-governmental Is sent by mall* 

b* The Office of the Chief Cable Censor is capable of handling 
only a limited volume of traffic over the teletype channels between this 
Agency and that Office* To make the best use of these teletype facilities* 
a list of the types and nationalities of traffic desired by teletype is 
drawn up at the Signal Security Agency* and all other traffic* both gov- 
ernmental and non-governmental* is forwarded by mall, 

c* Since the cost of the transmission of traffic by wire from 
the United Kingdom to the United States is high* It is desired to keep 
the amount of intercept traffic received by wire from the British to the 
minimum commensurate with complete coverage* To this end a request is 
periodically submitted to the British* listing the cryptographic systems 
and the radio circuits from which traffic is desired at the Signal Security 
Agency by the fastest possible means* All other gov e rnm e ntal traffic 
whloh the exchange agreements make available to the United States is for- 
warded to the United States by air bag* 

3. All of this incoming traffic* both teletype and mall* is received 
In the Traffic Section of tbs Communications Branch of the Operating Ser- 
vices Division, 

4* From this section* the traffic Is immediately passed to the Re- 
cords end Distribution Subsection of the Traffic Section of the Truffle 
Analysis and Control Branch, It is in this subsection that the processing 
of traffic begins* 



5* All teletype traffic and mall traffic from most of the united 
States stations is received in three copies) mall traffic from other 

ewvr-* ^ r ’ ; ; , 77' tyrap 
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sources generally la single copy. Since the greatest volume of diplomatic 
traffic is received by teletype or tram United States stations, this type 
of copy sill be considered as forming the basis for the operation and 
single copies sill be considered es exceptions or variations in the rule, 
The first step performtd la the processing of the traffic la the Records 
and Distribution Subsection is the cutting of the teletype sheets into 
Individual message lengths. All traffic is then sorted by type and 
nationality and Is aent to units of this subsection for further pro- 
cessing, The processing performed la these units is the identification 
of the cryptographic system la terms of the trigraphic designation which 
has been assigned to each unique cryptographic system, or the identifica- 
tion of traffic by certain types, such as Havy, Commercial code, etc,, 
to which arbitrary trigraphic designations have likewise been assigned. 
The criteria which ere used In these units for the identification of 
systems and types of traffic are supplied to then by the national units 
of the General Cryptanalytlc Branch, These criteria usually Include 
unique addresses, system discriminants, common code groups, signatures, 

■, etc. The trigraph is written on all three copies of the traffic together 
: | with a nuaher which identifies the clerk handling the traffic, A record 
, ia kept In this section of the volume of traffic received from each of 
I the sources by type and nationality and by method of submission, i,e,, 

1 wire or mail. The messages are then ready for forwarding, 

6, The first copy of the message is aent to the sections of the 
General Cryptanalytlc Branch, Since the processing of this copy requires 
the most elaboration, the description of its handling is covered last. 

The second copies of tbs massages are forwarded to the General Analysis 
Section of the Traffic Analysis and Control Branch, and the third copies 
to the British Exchange Unit of the Traffic Section of the Operating Ser- 
vices Division, 
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a. As is easily understood, it is impossible to intercept all 
of the traffic which appears on the air. The problem at the Signal 
Security Agency is to employ intelligent selectivity’ in the Interception 
of es much traffic as our intercept facilities will permit. To this end, 
it is the function of the General Analysis Section to conduct such 
studies and maintain such records in connection with the interception 
of traffic from ell radio networks other than Japanese Army, os will 
enable the most intelligent directive* to be given to increase the ef- 
fectiveness of the Intercept ecrvexegOf these networks. 



?• b. The sources of information used in the preparation os v.e« 

J studies and reports are the dally logs indicating intercept performance, 

, submitted by each, monitor station, and the second copy of the raw traffic, 

> 

(1) From the intercept station logs which chew the radio 
stations from which traffic was copied, the receiving 
i stations which they contacted, the period of time during 
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which the station wee heard* and tha strength and the 
roadability of the signal, graphs are prepared which 
show the period of activity of eaeh transmitting sta- 
tion, and the effectiveness with which oar monitoring 
station is capable of copying traffic sent by each eta* 
tion* 

(2) Frets the preambles of the messages and from the trigraph 
written on the message* date ere prepared and maintained 
which list the quantity of traffic passing over all city- 
to-dty and statioa*to**tat,lon circuits by crypto* 
graphic system* 

(3) From a study of duplicate transmissions over a long 
period of time* information on the routing procedures 
employed by the various radio stations in passing traffic 
over long distances is collected* 

c* Current information on changes in call eigne* frequencies* 
station operations* etc** Is maintains* so that monitor stations can be 
Informed immediately ©f these changes* and their intercept assignments 
altered to reflect them. As ties been pointed cut before* it Is not possible 
to monitor all transmissions which pees over the sir* tfbat Is attempted* 
then* Is to adjust intercept missions on the basis of Information as das* 
cribed above* In such a way as to intercept the greatest amount of traffic 
desired by the Signal Security Agency* end ultimately by the Military In- 
telligence Service* This must be done on e priority beds* In order to 
establish this priority* tbs representatives of the Military Intelligence 
Service and the General Cryptanalytio Branch prepare a list of the crypto- 
graphic systems and the olty-to-city circuits in the order in which they 
desire the greatest amount of coverage. Their priority listing contains 
five classest 

(1) *A W Priority, This includes systems end circuits for 
which complete coverage Is desired* regardless of the 
cost* 

(2) "B" Priority* This class includes the most important 
systems of principal countries. Complete coverage of 
the systems and circuits contained In this list is de- 
sired at the expense of lower priority traffic* and am 
attempt Is made to get this coverage at a minimum of 
duplication, 

(3) "C” Priority* This class is reserved for search 
missions and temporary assignments* Diplomatic traffic 
seldom mils in this priority* . 

(4) n D n Priority, This class includes the run of the mins 
diplomatic systems* All facilities available after 
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the eeBlgrmwnts have been made to secure coverage of 
higher priority traffic are devoted to thie class. 



(5) Priority* This olaas consists of types of message* 
for which no attempt seed be made to obtain coverage* 
This includes generally plain text, commercial traffic, 
or obsolete or obsolescence ays teas* 



d* On the basis of the information contained in their records 
of tho volume cf traffic passing over station-to-station circuits by 
cryptographic systems, the General Analysis Section is enrbled to convert 
the statement of priority of crypfcographio systems and dty-to-city dr- 
cults into terms of radio transmitters, stations, and circuits* Circuits 
which carry *A n priority systems are automatically "A" priority circuits, 
and all other circuits are listed in order of volume and priority of 
traffic. The ability of this section to make the conversion of systems 
to circuits is made, possible under this system by the fact that the tri- 
graph appears on the messages which are sent to this section for study* 

For this reason it is very important that the trigraphing dona In the first 
instance be as accurate as possible* 

e* tfith priorities expressed In terms of radio circuits the Gen- 
eral Analysis Section is then in a position to implement priorities* The 
information obtained in their studies of operating schedules of the trans- 
mitting stations, the routing procedures of those stations, and the ability 
of each monitoring station to cover certain circuits at different hours 
of the day, permit the assignment of missions to the monitoring stations 
by call sign and hour of the day in such a manner as to Insure the best 
possible coverage. 



s. SsaasuSse^L 1 tsmaJsL M totSasw. ,Mft* 

a. The third copios of messages are sent from the Records and 
Distribution Subsection of the British Exchange Unit* It is the respon- 
sibility of this unit to extract, from the mass of traffic, copies of 
messages which ore in systems requested of us by the British, and to for- 
ward these copies to the British Security Commission in Now York* The 
massages to be exchanged are identified by tho trigraph written on the 
message* A record Is kept in this unit of all massages sent to the 
British Security Commission, 

9* toamteg , HMag^*Uh«JteapaI 

a* The first copies of the messages axe forwarded from the Re- 
cords and Distribution Subaoction to the appropriate national group within 
the General Cryptanalytic Branch* The first process to which the messages 
are subjected in tho General Cryptanalytic Brunch is indexing. 



b. The indexing of intercepted massages has three main purposes 
• bookkeeping, reference, and providing collateral information for the 
cryptanalysts* 
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Bookkeeping* The iSirnnl Security Agency is responsible 
for each neseege received in the same stunner as toy 
business office Is responsible for every piece of equip- 
ment, invoice, or order that it receives* In a sense, 
every intercepted message received at the Signal 
Security Agency is an order of the cryptanalyst and 
translator to produce the Intelligence contained in it* 

In ryder to be certain that every order is fulfilled to 

the best cf our ability, a method of accounting for 

each message end the disposition of it hue been established* 



(2) Foferonoe* rach of the national groups of the General 
Crypt-analytic Branch is endeavoring to function in the 
same manner as the message centers of the countries on 
shoes traffic it works* For this reason, records of the 
/ correspondence of the countries are set up in a manner 
j similar to that in which those countries record their 
, own telegraphic correspondence* 



(3) Providing Collateral Information for the Cryptanalysts* 

A great deal cf information which is helpful for the 
solution of cryptographic systems can bo gained fron a 
knowledge of the mistakes made by code darks and message 
center clerks, such as the enciphering of the same text 
in two keys, the correction of cryptographic errors in 
service messages, oto. 



c* The lodes: books are set up in such a way ao to enable the 
occurrence of these e rror s to be called quickly to the attention of the 
cryptanalysts* 



(1) Methods of Indexing have been developed In the General 
Cryptanalytic Branch over the last several years which 
provide for the accomplishment of all three cf these 
purposes of indexing* 

(2) One of the first breakdowns in the indexing books is in- 
dicated by the nature of the diplomatic correspondence* 
1C any stable government the diplomatic set-up consists 
of a central office (the foreign office, state depart-' 
meet, or whatever it may be called) and a group of offi- 
cers located in foreign countries which are responsible 
to this central organisation* Tho, -result of this set-up 
is that the bulk of diplomatic correspondence passes 
free a central office to its representatives, or vice 
versa, although there may be some correspondence be- 
tween outlying offices* Since the messages passing 
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flrom each city to each other city aloe at Invariably 
constitute different sets of correspondence, the Index 
books are generally set up on a city-to-city basis* 

The order of the messages on the index page is dictated 
by the order in which the corresponding office arranges 
them. The most usual order is by the message umber 
assigned to the message by the writer* 

(3) The other Information which is recorded ie the file 
date of the message, the group count, the trigraph, 
the intercept source, the intercept date and time, 
the worksheet number which is used for file purposes, 
several significant groups of the message, and, latsor 
in the processing, the bulletin number, 

e* The information contained in the index books is used to ac- 
complish many purposes* 

(1) The determination of duplicate texts prevents the du- 
plication of decoding and translating* 

(2) Oftentimes the first information concerning a change of 
a diplomat will be found in the signature of diplomatic 
correspondence* Especially if a signature is found on 
a system which ie not readable, it ie the duty of the 
indexing personnel to call attention to this change of 
signature* 

(3) Estimates of the percentage of coverage of a circuit can 
beat be made on the basis of the writer's message numbers* 
If a great many massage numbers are being missed, it is 
the duty of the Indexing personnel to call attention to 
this fact, so that steps will be taken to Increase cover- 
age if it is desired* 

(4) In addition, a study of massage numbers, combined with 
the information kept in the General Analysis Section, 
can be used to build up a comprehensive picture of the 
communications practices of each country* 

f* After having been properly Indexed, messages are then passed 
on to other unite within the national gro u p for further processing* 

g* From the point of view of the activities of the Signal Security 
Agency, messages fall Into four general categories* 

(1) Unreadable and not being studied* 

( 2 ) Unreadable end being studied. 

(3) Readable but requiring considerable eryptanalytic effort* 

(4) Completely reada b l e * 
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h* Massages nay fall into category (1) bo cause of lack of 
traffic* lade of personnel* or lew priority in the corking order* Messages 
v 7 "'j In suds systeas are filed either within the Indexing unit or In the re- 
; search unit of the national group* 



1* Messages which ere in systems unreadable but being studied 
are passed from the indexing unit to the research unit of the national 
group to be added to the traffic under study* These unreadable systeas 
are studied by the research unit to discover first the nature of the 
system* When this has been determined* existing cryptanalytic techniques* 
by use of which other similar systems hare been solved* are applied* In 
addition* new techniques which may be applicable to the system at hand 
are devised* Very often It Is necessary and desirable to call upon the 
assistance of the Research Group of the General cryptanalytic Branch* which 
is composed of the most experienced and competent cryptanalysts available* 
The members of this research staff come and study the problem and recommend 
methods of approach to solution* When the solution has been accompli shed* 
that is* when the proper technique for solving the elements has been deter* 
mined and tests have shewn their effectiveness* the system is usually 
turned over to an exploitation group for the solution of all of the ele- 
ments of the system through the employment of cryptanalytic techniques* 



1* Messages in systeas which are readable but require the ex- 
penditure of cryptanalytic effort axe passed to the cryptanalytic exploita- 
tion unit within the national group* An exploitation group is usually 
composed of good cryptanalysts and cryptanalytic aides who often use very 
complicated and difficult cryptanalytic techniques to solve all of the 
elements of a system and reduce it to a stags where messages can be im- 
mediately deciphered and decoded* These groups are usually concerned 
with cipher systems and systems of encipherment* code solution being es- 
sentially the application of linguistic techniques* These exploitation 
groups usually work hand in hand with the bookbreakers who are reducing 
to code book to a stage where messages can be decoded Immediately on re- 
ceipt* 



k. Messages which are in systems which are already readable are 
passed to the decoding sod deciphering unit of this group* The decoding 
and deciphering unit applies the enciphering key which has been recovered 
by the exploitation unit and decodes the messages from code books which 
have been recovered by the bookbreakers* 

1* Constant recourse is had by the national groups to the Informa- 
tion Section of Information and Liaison Branch* principally In the pro- 
cessing of messages during bookbreaking and translating. Collateral in- 
formation la of great use in the process of bookbreaking and additive re- 
covery* For the purpose of making the greatest amount of collateral in- 
formation available to the cryptanalysts end translators* the Information 
Section of Information and Liaison Branch has set up files and conducted 
studies along the following lines) 
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(1) Biographical files which contain names of individuals 

taken from ultra sources, tbs newspapers* and other 
documents of all sorts* 

(2) Geographical files and atlases* 

(3) A topical index file in which all subjects appearing in 
the diplomatic bulletin series ere cross indexed by sub* 
ject natter, to be made available at a future time to 
the cryptanalysts and bookbreakersj the scanning and 
dissemination of all incoming documents to attempt to 
get such information as will be of value to cryptanalysts 
and translators to thalr immediate attention* 



m. The Information Section also conducts special studies of 
events of political end economical import* personalities, and of areas 
of the world* on request from the national groups* The information so 
collected is made available principally through the use of the secure tele- 
phone system* by means of which the person desiring Information calls the 
Information Section and states specific questions* The files and records 
of the Information Section are examined to find the answer to the question* 
and jf it is not found here* it is normally referred to the Military 
intelligence Service car Naval Intelligence to see if these agencies are 
able to supply the answer* The originator of the question is then called 
on the secure phone and the answer given. 



n* Messages which have been decoded and deciphered are turned 
over to the translating units where they are scanned to determine if the 
information contained in the messages is of sufficient intelligence value 
to warrant publishing. This spanning is accomplished on the basis of in* 
formation made available from the Military Intelligence Service es to 
their desires, and from the knowledge of the translating personnel of the 
current political and eeonomlo situation. Messages which are considered 
of great importance arm translated in full. Those which contain some in- 
formation of value are summarized, with emphasis on information which may 
be in the message which is of value, 'fossa ge* which do not seem to con- 
tain information of importance are filed without being translated or sum- 
marized. The finished translations or suimarlee axe then sent to the 
Bulletin Section of Information and Liaison Branch. This section assigns 
a publication number in one of the series reserved for diplomatic traffic* 

' types ditto stencils’ of the massages* runs off ditto copies and disseminates 
these copies according to a dissemination list prepared by Military In- 
telligence Service and Signal Security Agency* 

o, A copy of the published message Is returned to the national 
group where the published number is entered in the index book for future 
reference* and the bulletin copy is filed. 

10. This is a general picture of the handling of diplomatic messages* 

In any particular section the practices may vary to a slight extent* but 
this presentation of the floe of messages through the sections handling 
diplomatic traffic may be considered to represent the normal* 

1 Ind 1, , 

Work Flow Chart i ■ 
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1* The mission of the General Analysis Section of the Traffic 
Analysis and Control Brandi 1st 

a* To maintain records and conduct analytical studies to pro* 

Tide Momatlon for the eesignamt of intercept oU alone on coverage of 

eonnercinl mrtio trtotioca passing diplomatic* wilitaT y and naval attach ® , 

preset eocnercial and other types of polnt*t6*polnt radio traffic* 

b. To maintain records and eondnet analytical studies to pro* 
ride information for the ssslgnasnt of intercept missions m coverage of 
the Japanese Domestic Net* Japanese Far Eastern Diplomatic Net* weather 
stations* and rmllotalephone circuits* 

c* To compile and publish for dissemination to intercept stations 
and/or other offices within the Signal Security Agency* reports on the 
operations of the Far Eastern Diplonatic Net end. the Japanese Domestic Set, 

&» To operate a Sana Sorting Unit to insure that intercepted 
plain text Sana traffic and encoded Sana syllable traffic is properly 
trigraphed and distributed to other offices within the intelligence Division 
and/or other agendas* as prescribed by proper authority* 

2* Jh the performance of this mission the General Analysis Section 
is organised into two subsections and eight units* as illustrated on the 
organisation chart attached as Zcclosura 1* 

3, The following are the units with which the General Analysis 
Section maintains dose lialsont 

a* Records and Distribution Subsection of Traffic Section of 
Traffic Analysis end Control Branch* 

b. Machine Branch* 

c* Planning and Priorities Office of General Cxyptanalytle Branch* 

d* Facilities Section of Communications Branch* 

e* British Exchange Unit* 

f* Message Center* 

g* Second Signal Service Battalion* 

4* jBeaasafl* 

a* The following is a list of the personnel employed in the 
General Analysis Section! 
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Male Officers 
’.7AC officers 
Enlisted Ken 
Enlisted TttC 

Military Personnel - 11 

Civilians -J&. 

Total Personnel • 77 

b« The above personnel is adequate to perform the mission of 
the section* 

c. There are no outstanding personnel difficulties* 

5* The General Analysis Section is located in the second wing, first 
floor, end the roar of the fourth wing, first floor, of Operations "B", A 
floor plan of the section is attached as Inclosuro 2* The space allotted 
ie adequate, but its location in respect to other units of tie General 
Crypianalytic Problem is not altogether adequate* 

6, The lighting is adequate, but improvement in the lighting system 
would be a definite benefit* 

7, m SC* 

a* The following files are maintained in the General Analysis 

Section* 






<1) Edited Traffic* All edited diplomatic traffic, from 
every source, is filed - IX messages to a book - and 
kept in the files for three months* Util traffic is 
logged, end the log sheets are also kept for a three* 
month period* Traffic on file dates from 1 March 1945* 

(2) jgto Coverage Reports. Shows the results of ea oh 
Monitoring Station’s commercial assignments on a dally 
basis* The circuits assigned, but not copied, are 
listed with their frequency, priority, and any other 
monitoring station which picked up the call* Also* 
any unasslgned call signs heard are listed* Reports 
on file from August 1943 to present date* 

(3) Contact Card file* There is a card for each call sign 
monitored on the commercial assignments of each later* 
cept station devoted to commercial traffic. To these 
cards are posted daily the calling station, receiving 
station, and the Monitoring Stations which pick up the 
call* On file from November 1944 to date* 
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(4) T - og Sheets . Original teletype dally logs from 

United States Monitoring Station and the Canadian Sta- 
tions, On file from torch 1944 to date* 



(5) Schedule "A* . Schedule «A" shews our complete monitoring 
assignments* arranged alphabetically according to 
country nonit orod, The purpose of the Schedule la to 
Inform the British and Canadian Intercept operators of 
the call signs ire monitor. The schedule shorn the 
country, station, call sign, frequency, period of cover- 
age, contacts, and our Signal Security Agency stations 
which monitor eaoh call. On file from December 1941 to 
date. 



( 6 ) Beale Coverage Sheets, There is a sheet for each call 
sign, with its frequency and Monitoring Station* The 
contacts made by this cell sign are indicated by the 
hours heard, and the readability la shown by using blue 
pencil for good strength, green for fair, and red for 
poor reception. These sheets are used Is making com- 
mercial intercept assignments. On file from April 1913 
to date* 

(7) tolly IBM Run Boohs, Purpose* To mate current reports 
on coverage of Intercept missions. All edited commer- 
cial traffic for one day, intercepted from every source, 
is listed In the tolly Bun, first according to sending 
call sign, then receiving call sign, intercept date and 
time, and radio circuit number. These runs are destroyed 
after eaoh Weekly Run Is received, 

(«) gflgaz iBMgftJBafaU Poxpoeei To ante meekly reports 
on coverage of Intercept missions* All edited daily 
diplomatic truffle for one complete meek is consolihted 
in a Weekly Run, The "H* Run is used in making a 
Weekly Gall Sign Priority Report - the sort being on 
sending call sign, trigraph value,. and receiving di- 
graph, The Weekly "A* Run is used in making a Weekly 
Circuit Priority Report - the sort le on Bonding call 
sign, receiving call, sign, Intercept date and time, and 
radio circuit. The Weekly "A” runs are destroyed after 
receipt of the 'tenthly "A* Run, The *H” Runs ere on 
file In the basement of the cafeteria from July to 
October 1944* From then on, they axe kept in the sec- 
tion from November 1944 to date* 



(9) Monthly IBB Rim Bocks- Purpose* To make monthly reports 
on coverage of intercept missions. All edited daily 
diplomatic traffic for one complete month le consolidated 
in a loathly "A" Run. These runs - from July 1943 to 
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to Juno 1944 - are in the basement of the oafsterlsj 
item then to present date • on file in section, The 
Monthly "C M Run has the main sort on the sending eta* 
tlon* then city of destination, end next on the re- 
ceiving station* These tune - from December 1943 to 
October 1944 * are In the be cement of the cafetenaf 
from then to present date • on file in eeotlon. 

Monthly «*D« Run 5-ac the major sort on the country of 
origin, then the country of destination and the sending 
station* These runs - from December 1943 to September 
1944 * ere in the ba s s awn t of the oafeteriaj frost Sep- 
tember to present date - on file in section* 



(10) Frequency Card File. This card file shove the priority 
of each frequency of the Canmeroial circuits monitored. 
Each week this file is brought up to date. Nee cards 
are added as monitoring assignments change, end new 
circuits are nonitored. The old cards are kept in 
file for possible active future use* File kept in 
section, and has been in use since September 1944* 

(u) xpgKfr, FqajftU^SUa 

Priority^ These reports present the relative value of 
comerdal circuits end ooamerolal call signs, respec- 
tively, and axe used in making intercept assignments. 
The circuits and call signa are listed in order of 
their priority. On file In section since they were 
first started 2a July 1944 to present date* 



(12) Mi These books show 

the relay points of messages (diplomatic) sent from 
country to country* They also indicate the number of 
neasages sent ucnthly from cm country to another* The 
books hove been filed in the section sinc e December 
1943* 



(13) SSI Shew the relay 

points and direct circuits over which traffic is routed, 
from one country to another. They also show the cumber 
of diplomatic messages sent* These books have been 
filed in the section since December 1943* 

/ ( 14 ) Act ivity Chart. This report shows the active circuits 

| with the number of diplomatic messages end their 

i priority values, Tho report is set up on a monthly 

basis, although the number of messages are posted 
weekly. The reports are filed in this section - u* nee 
their beginning In July 1944* 

\ 

s. 

b. The following functions end records have been discontinued 
during the lest six months) 
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(1) C*o^ai3aent of Schedule rt A n * 

(2) r-iocentlnuance of "l w Buns* 

(3) riiotnatlcn of Special Oernan I’dploantlc Hot Unit* 

(4) Diccostinuence of Noether group* 

(5) Cnrtellzmnt of Non-Moree Unit* 

6* The fcUcflfing reports are rendered by tbs General Analysis 
Section) 

a* Schedule <, i'% 



b, Daily Coverage Reports* 
c* Call Sign and Circuit report* 
d* Monthly Japanese Domestic Hot noport* 
e« Monthly Far Eastern Diplomatic Net Report* 

9* Traffic and station loss constitute the basic reference uatorial 
of this section* 

19* A general description of the work of this section is contained 
in the work flew report in Tob 5* 
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1, The mission of the General Cryptanalytio Branch Administration 
Office Is the edministratio n modi technical control of the operations of 
the bronchi 



2. 









a f This group Is organised into too distinct elements - ad* 
minietratl-r® and technical, as illustrated on the organisational chart, 
attached as Inolosure 1« 



i 
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TAB 

D 



b, The functions of the Administrative Unit are as folloest 

(1) Supervision of malls, filing and records, 

(2) Control and direction of personnel. 

(3) registration, storing, and distribution of documents, 
o. The functions of the Technical Unit are at folloest 

(1) Planning and Priorities, 

(a) To direct car prepare special studies of the work 
in the General Cryptanelytlc Brandi relating to 
traffic intercept and coverage and traffic types 
as required by higher echelons, 

(b) To Integrate the work of the various sections In 
the General Cryptanelytlc Branch and the General 
Analysis Section of Traffic Analysis end Control 
Branch In studies of intercept coverage and in 

the preparation cf priorities for intercept targets, 

(o) To establish the eryptanalytie Intercept priorities 
for all diplomatic and commercial traffic, 

(d) To maintain general supervision over the distri- 
bution of non-Japanese military traffic, making 
identification of such traffic ee cannot be readily 
identified, 

(e) To maintain general supervision ewer the activities 
of the Indexing units of the General Cryptanalyt&o 
Branch for the purpose of Insuring that maxi eras 
advantage is taken cf the irf oraation contained in 
the logs. 
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(f) To ooepile and maintain the list of trlgrephio 
designations, 

(g) To aupervlat tha preparation and study of the 
monthly ajates report*. 

(h) To maintain daily contact with all operating 
•action* of tha General Cryptanelytic Branch to 
determine chat traffic or collateral information 
may be valuable to them in their work and to find 
eueh material and bring It to their information, 

(i) To inform all unite of operations being performed 
by other* which could increeae their own efficiency, 

(j) To make recommendations* based on tbs information 
obtained in the performance of the above duties* 
to the Chief* General Cryptanalytlo Branch* con* 
earning improvements in efficiency of operations 
or the employment of personnel, 

(k) To coordinate cryptanalytlo neede for traffic with 
the British Exchange Unit and to establish forwarding 
priorities of wire traffic from the Cable Censer, 

(2) Recorder’s Unit, 

(a) Within Branch, 

j.* Tha preparation of technical papers which deal 
with the theory and application of cryptanalytlo 
methods* 

g, The preparation of papers desling with the 
cryptanalysis of specific systems describing 
their cryptography# history* methods of crypt- 
analysis* their relation to other systems, 
and the material* necessary to their development 
and exploitation, 

J, The preparation of a daily information bulletin 
distributed at the end of each day which re- 
cords and Informs higher authority of signi- 
ficant events of that day in the Brandi, 

4, The preparation of a eesd-aonthly report to 
the Commanding General, 

£• The preparation of an annual report of tha 
activities of tha Branch, 

&, The preparation of such historical studies 
as the Branch ia directed to make. 
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2, Tht preparation of miscellaneous papers* 

«u rveys, summaries of cryptanalytio work 
dons, progress reports, staff studies , llelson 
reports, indexes, end other such statements 
or records for ehleh a need arises In the 
administration, operation, or liaison of the 
Branch* 

(b) Within Division, 

1* riling of seai«Haonthly report of brandies* 

g % General supervision of the fora of seal* 

monthly reporta, annual reports, and histori- 
cal studies* 

(e) Committee on Terminology* 

X* Publication end recording of the proceedings 
of the committee* 

g* Continuous revision of the glossary of terms* 

Carrying on of the eoamittee'a correspondence 
within the Agency and with other centers, 

4* Preparation of revisions of TC 20*205 in the 
field for which the Signal Security Agency Is 
responsible* 

(d) For the Commanding General* 

X* Preparation of a detailed study of the liaison 
which has been carried on between the Signal 
Security Agency and the London establishments 
of the Governm e nt Code and Cipher School* 

(3) Liaison end Training Unit* 

(a) This unit is concerned with the constant inter** 
change of technical knowledge within the General 
Cryptanalytio Branch, with other branches, with 
the Navy, with the Coeet Guard, with the Kxaaina* 
tion Unit, with the Government Code and Cipher 
School, and with the instructions of personnel 
in methods and procedures, Xt is also concerned 
with the study and routing of terminal documents 
and compromised material* 





(4) Reaoarob Section* 



(a) Reoonnends, examinee, advances, and employs profit- 
able cryptanelytic means of attack on current 
problems* 

(b) Maintains lie.iecm. with Equipment Branch and Crypto- 
graphic Materiel Branch in order to exchange Ideas, 
advice, and opinions on present and proposed models 
of cipher machines, including olflax and ciphony* 

(c) Conducts theoretical investigations into general 
problems connected with cipher maohinee* 

d. The functions of the Adjutant are as follossi 

(1) Serves as property officer - directs maintenance end 
allocation of supplies, 

(2) Serves as officer of conservation, security* 

< 

(3) Serves as custodian of registered documents* 

3, The Administration Office maintains liaison with the following 
unites 

a. All sections of General Cryptanslytlc Branch* 

b* Intelligence Division, and other brandies of the division* 

o* Government Code and Cipher School, Examination Unit, Navy, 
Coast Guard, and Military Intelligence Service* 

d* Personnel Branch. 

e* Supply Branch* 

f* Security Division* 

4* Personnel . 

a* The following is a list of the personnel employed in the 
General Cryptanelytic Brandi Administration Office t 



’tela Officers 


- ? 


UAC Officers 


- 1 


Enlisted Men 


• 3 


Enlisted T?AC 


«e X 


Military Personnel 


• 12 


Civilians 


on. 


Total flnmBhjl 


- 42 
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b. Thin list of personnel ie adequate to perform the mission 

assigned. 



5. gpeoe, 

a. The Administration Office ie located in the headhouse of 
Wing 2, first floor. Operations "B", and in ??ing 3, Operations "D". A 
floor plan of this section is attached as Inelosure 2. 

b. This space ie not adequate because several unite eithin 
the Administration Office are located away tram the main office in the 
headhouse. Then too, there ie not enough space in the headhouse to 
adequately house the personnel assigned, 

c. This location Is not convenient for work and contact with 
the various sections of the General Cryptanalytic Branch, particularly 
the ones located in Operations "A*. Because of this, the mail system 

Is very complex, and many times important material, which is sent through 
the mall, is delayed, 

6. The lighting is not adequate, 

7. Files. 

a. The following files are maintained in this section* 

(1) Document files, 

(2) Administrative files, 

(3) Telegrams, 

b. It ie believed necessary to maintain a file of documents 
similar to that maintained in the Information Section of Information and 
Liaison Branch, because the personnel of the Documents Unit are not suf- 
ficiently qualified technically nor In close enough contact with the 
operating unite to perform a detailed job of cross reference and distri- 
bution of documents. The existence of the Documents Unit has saved a 
great deal of time because of the close liaison maintained between this 
unit and the operating sections, 

c. Because of the highly classified material used for reference 
by the sections of the General Crypt analytic branch, many documents do 
not go through the Information . octlon of Information and Liaison Branch 

- these documents are directed to the Document Unit of General Cryptanalytie 
Branch, 
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1, The mission of the Romance Languages Section is the research, 
development and exploitation of two hundred diplomatic and miscellaneous 
systems from twenty-five g o vernments using seven different languages* 

2, This section is organised into seven subsections, as illustrated 
on the organisational chart, Inclooure 1. Tho work flow of each of these 
subsections follows generally the typical example set forth in Tab B„ 

3, The Romance Languages Section maintains liaison with the follow- 
ing sections* 

a. Bulletin Section of Information and Liaison Drench. 

b. Military Intelligence Service. 

c. Traffic Analysis and Control Branch. 

d. General .’Machine Cipher Section of General Cryptenalytic Branch, 
"e. Miscellaneous Diplomatic Section of General Cryptenalytic 

Branch. 

f. Government Code and Cipher School. 



g. Machine Breach. 

h. Laboratory Branch, 

4. Personnel . 

a. The following i9 a list of the personnel engaged In work in 
this section* 

Hale Officers - 6 

'"AC Officers - 1 

Unlisted Men - 0 

Enlisted TAC - 8 

Military Personnel - 15 



Civilians 
Total Personnel 



doa. 



b. The present personnel is not adequate to properly perform 
the mission of the section. Additional skilled cryptanalysts are needed. 
This personnel has been requisitioned from the Personnel and Training 
Division. 
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' c* There is considerable dissatisfaction among the personnel 
in this section* A more than usual number of employees in this section 
have been in the section for several years and cannot be raised in grade 
any further* There le also the fact that many employees believe that 
there ie no post-war future to their work, and therefore feel that there 
is little security to their Jobs* 




5* Space . 

a* The Romance Languages Section is located in the 8th wing, 
second floor, Operations "A”. A floor plan of this section is attached 
as Inclosure 2* This location la not too convenient for contact with 
other sections* 

b* The space in this section ie not adequate* It would be bene- 
ficial to have the administrative office of this section segregated from 
the rest of the section, because of the privacy necessary for personnel 
end administrative work* 

6* The lighting in the Romance Languages Section is adequate, as 
this section ie located in an end wing* 

v. mu* 

' a* The following files are maintained in the Romance Languages 
Section; 

(1) Old and currant traffic* 

(2) Collateral code and reference books* 

(3) Correspondence and other administrative files, including 
documents and technical write-ups, 

b* These files are maintained for e year, as a maximum time* The 
length of time varies with the research and use of the material* 

8* The following reports are rendered by this section: 

a. Daily technical progress reports for the Dally Information 

Bulletin* 

b. Monthly system surveys - submitted to Trends Research Unit, 

c* Miscellaneous personnel reports - submitted to General 
Cryotana’ytic Branch. 

9. The following material is used as reference material: 
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a. Message logs - maintained for 2 years. 

b. W D M Sunnaries • maintained for 3 months. 

c. Project 900 - maintained since the beginning of this project. 

d. Dictionaries. 

o. Old traffic - maintained 2 to 3 years. 

f . Material and information obtained from the Information end 
Liaison Drench. 
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U Historical Background. 

«• In January of 1944 » the Signal Security Agency vac required 
by law to accept in its quota of new personnel a certain percentage of 
negro personnel* The majority of the negro personnel hired were of low 
grade and beat suited to manual labor In Cryptographic Materiel Branch, 
Machine Branch, and to do custodial work. There were contained in the 
groups, however, persona of good educational background and a high degree 
of intelligence who were not suited to manual labor and who could be 
gainfully employed in technical operations. Because of the large per- 
centage of Southerners employed in the Agency it was decided that fric- 
tion could be avoided if the negro personnel could be set up in a separate * 
section and given a special job to do* At that time the only job which 
could be assigned as a unit and which would fit the state of the training 
of the personnel was the handling of commercial and public codes* The 
unit was consequently organised with the mission of decoding messages in 
commercial and public codes and studying commercial messages in unknown 
codes for the purpose of identifying the cods book used, 

b. This unit was attached to the headquarters of °T3" Branch 
under the staff supervision of B-3, In October, 1944, the section was 
attached administratively to the General Cryptanalytic Branch, As time 
passed, more personnel with linguistic ability were added, and those on 
the job grew mere familiar with cryptanalytlc techniques. Therefore, 
to keep pec* with this growth in technical proficiency, new jobs were 
assigned to this section* These jobs have included the scanning of com- 
mercial and private plain text with the object of choosing messages which 
night have intelligence value; the research and development of the diplo- 
matic traffic of several of the lesser important countries; and most re- 
cently, the decoding of a low-grade Japanese diplomatic system* 

2* The mission of the Connerclal Section la the identification and 
exploitation of commercial codes used by commercial houses in various 
countries throughout the world and the examination of commercial plain 
text for Intelligence; the solution and exploitation of diplomatic 
traffic of Belgium, Luxembourg, Haiti, end Liberia; the decoding of 
traffic in the low-grade Japanese diplomatic system, JAH* 

3* This section Is organized into six subsections, as Illustrated 
cn the organizational chart. Inclosure 2* 



4* The Commercial Section maintains close liaison with tht following 
sections i 

a. The Machine Branch* > 



b* The Information and Bulletin Sections of Information and 
liaison Branch, 
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c, The Japanese Diplomatic Socticn of the General Cryptanalytio 

Branch, 

d« The Japanese Diplormtie Translation Section of the Language 

Branch, 

5, Personnel. 

a. The following ie a list of the pereonnel employed In the 
Commercial Seotioni 



Male Officers * 1 

Civilians - 33 

Total Personnel - 34 

b. The above personnel is adequate to perform the mission ae- 

olgned, 

c. There is the usual dissatisfaction in this section due to 
lack of promotions, 

d. The personnel work on the day and swing shifts, although 
it la generally believed by the Officer in Charge and the personnel of 

the section that the swing shift la very inefficient, 

6, Space. The Commercial Section ie located in the headhouse ad* 
joining the first wing, first floor. Operations "B*» and an additional 
room In the headhouse between the first and second wing, A floor plan 
of this section is attached as Indosure 2, The space assigned to the 
section la inadequate and results in the necessity for a swing shift. 

The operation of a swing shift on a problem which is as small as this 
and which calls for close team work among the pereonnel is wasteful of 
the tine and money of the government* Many problems, both technical 
and with regard to personnel, have arisen as a result of the operation 
of this shift, 

7, Tho lighting Is considered completely Inadequate as has also 
been expressed in other sections, 

3, m»a . 

a. The following files are maintained in the Commercial r oetiom 

(1) 9M decodes and undecoded massages, 

(2) Duplicate massages of JAB, 

(?) Index card file of collateral information, 

b. The time that any notorial is kept varies with its importance, 
but all material is kept for a minimum of 90 days. 
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9* The following reports are rendered by tho Conrvereiril Section* 

a, System Report • to Trends Research Unit of Control Office* 

b, Progress Report *• to Recorder of General Cryptanalytic Branch* 

c* MlsceUaneaui; personnel reports - to Personnel Officer of 
General Gryptawlytlc Branch. 

10* The reference notarial need by the Commercial Section consists 
of information files, end certain other cvnilablo publications. 



a, A dear -understanding of the organisation of tha Connerclal 
Section end the flow of work through this section can bast be obtained 

if the several distinct functions arc examined separately. These functions 
are* 

(1) The decoding of messages in connerclal and public codas, 

(2) The scanning of cormercial and personal plain text, 

(3) The research, development, and exploitation of the diplo- 
matic traffic of Belgian* Luxenbourg, Ha J tl, and Liberia, 

(A) The decoding of messages in the Japanese Diplomatic 
system, JAB, 

b. Traffic In Canerelal and Publie codes (arbitrarily called 
by the trigraph QAA) is reoeivnd in tha Connerclal Section fToa the Re- 
oords and Distribution Subsection of the Traffic Analysis and Control 
Branch, through the Traffic Unit of the Intelligence Division, The 
traffic Is sorted in the Files and records Subsection on the basis of 
the countries from and to. In general categories, e,g* 

(1) Enemy to Enemy 

(2) Neutral to Neutral 

(3) Enemy to Neutral 

(4) Neutral to enemy 

(5) Allies to Neutral 

(6) Neutral to Allies 

This sort is used as a tool to decids the order of decoding the messages, 
priority being given the first four categories listed above* 
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o« The traffio is then Indexed in a book with the major soert 
being on the date received in the aeotion and the following pertinent 
infomatlon lletedt 

(1) City from and City to 

(2) 'Date of the Ifeesage 

(3) The Code Book Heed 

(4) Addressee 

(5) Originator 

(6) Identifying Code Oroape 

The indexer uses her spare tine to study messages in which the code is 
not immediately recognisable* compering the code group* against a set 
of permutation tables of all known commercial code books* If it should 
be impossible to determine the code book the traffic Is placed in e file 
of unidentified messages* There is not e very large volume of neeaagee 
in code hooka which ere unknown* 

d, The neeaagee are then turned over to the Decoding Subnotion 
where they are decoded in accordance with the general precedence scale 
set forth above* 

e« From the Decoding Subnotion the massages ere passed to the 
editor of the Commercial Intelligence Bulletin* The editor scans the de- 
codes to determine whioh messages ere of sufficient value to be run in 
the Commercial Bulletin* Messages which ere rejected are filed perma- 
nently* while those of soma value are combined with the c omm ercial plain 
test message* to constitute the Commercial Bulletin* (For more complete 
description of the Bulletin* see paragraph U i.) 

f* There were tone minor inefficiencies and duplication of ef- 
fort in the processing and filing of this traffic* which were celled to 
the attention of the Officer in Charge and which ere being examined by 
him with a view to correction* 

g* All plain text traffic (except Japanese) which does not have 
easily recognisable diplomatic addresses is want to the Commercial Section 
of the General Cryptanalytie Branch, It is received in the section in 
the seme manner as the commercial code traffic described above* The 
traffic ie first counted in bulk* It is then given to several trans- 
lators who sort it by language* These translators ere able to distinguish 
German* French* Spanish* Portuguese* end Italian* Messages in all other 
languages are placed in a file of miscellaneous massages* 
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h. The messages in each language are then given to the trans- 
lator who specialises In that language for scanning* Tha translator 
picks out messages which nay he diplomatic in nature, although not 
easily reoognisable In External appearance, and aenda these sassages 
to the appropriate section in the General Cryptanalytic Branohj ha 
separatee and destroys tits purely personal plain text and chooses from 
the eoanireial plain text messages which are liable to he of value* 

These last are passed on to the Cczaaereial Bulletin editor* Tha massages 
labeled miscellaneous are sorted by the principal translator, who is 
able to recognise the language* By certain minimum standards (such as 
tha knowledge of the words for ton, bill of lading, shipping* love and 
Jdddes, etc*) these messages era scanned and aa many personal and com- 
mercial messages as is possible are sorted out* Those which cannot be 
recognised by these standards are then sent to the appropriate language 
section of the General Cryptanalytic Brandi for classification* They 
are then returned to the Commercial Section* The personal messages are 
destroyed on the spot* The general run of commercial messages are 
counted, the intercept preambles out off, and sent to the Military 
Intelligence Service, through the Bulletin Section of the Information 
and liaison Branch, for forwarding to the Foreign economics Administrator* 
The eascnsrelal massages which are chosen as having some possible intelli- 
gence value are passed to the editor of the Conoerelal Intelligence 
Bulletin, 



U The Comparcial IntelllgwM ^letln is a special publica- 
tion Issued weekly which contains only messages processed In tha Commer- 
cial Section, Included in this Bu l leti n are commercial messages from 
both code and plain text which are presumed to have some value to Mili- 
tary Intelligence# The stencils for this Bulletin are prepared in the 
Commercial Section and the stencils are sent to the Bulletin Seel on of 
the Information and Liaison Branch for duplication. 

J, The Cryptanalytic Subsection of the Commercial Section does 
research, development, and exploitation of the traffic of Luxembourg, 
Haiti, Belgium, and Liberia, In tha processing of this traffic, tha 
snbseetion is organised in a manner identical to that described in the 
survey the Romance Language Section, and it la not believed that a 
more detailed description la necessary, 

k. The processing of Japanese Diplomatic traffic in the system 
JAR is handled by the subsection of this section. The messages are re- 
ceived with a cover (hast attached on which is written significant data 
such aa the city to city circuit, the message number, message part number, 
relay groups, date, etc* This subsection performs two different processes 
on this traffic* 

(1) Intercepts which are good solid copy are edited for IBM 
processing and sent to the Ehehlne Branch far machine 
decoding* 
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Intercept* which arc garbled are decoded by hand.. 



1. After a aeeaage hae been decoded either by hand or taaohlno* 
all parte of the aeee age are assembled and the message passed to the 
Japanese Diplomatic Translation Section of the Language Branch, free 
which £eint it is proceeeed ae la any other Japanese diplomatic message* 
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1* The mission of the General Machine Cipher Section ie the 
cryptanalysis and research on machine cipher ayatema and operation and 
maintenance of cryptanalytic machinery. 

2. The General Machine Cipher Section is made up of five eubeeotione 
ae illustrated on the organisational chart, attached as Inclosure 1, with 
duties ae follows; 

a. Operation and maintenance of photo electronic cryptanalytic 
machinery, (RAM)* 

b. Cryptanalysis and research on electrical machine ciphers 
and related systems* 

o« Czyptanalysie and research on mechanical machine ciphers 
and related systems* 

d« Operation and maintenance of n 0Q3 n and associated equip- 

meat* 

3* The following are the units with which the General Machine 
Cipher Section maintains close lisisont 

a. Romance Languages Section - translation work on Swiss 
messages In German and French, and general coordination of systems 
worked on or being investigated for machine cipher* 

b. Military Cryptanalytic Branch, Communications Security 
Branch, the Navy, and all sections of Censral Cryptanalytic Branch - 
use of RAM equipment# 

c. Coonmicatione Security Branch and Navy • use of ”003” 
equipment* 

d* Equipment Branch - development of ideas for cryptanalytic 
machinery* 

a* General Cryptanalytic Branch Research Staff# 
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4* Personnel . 

a* The following is a list of the peroonnel employed in the 
General Machine Cipher Section* 



Male officers - 13 

WAC Officers • 2 

Enlisted lien - 14 

Enlisted WAC 

Military Personnel 63 

Civilians - 53 

Total Personnel 116 



b« The above personnel are not adequate to perform the assigned 
mission. Additional mathematicians and engineers are needed to bo trained 
to become export cryptanalysts. Tide additional personnel has bean reqpisi- 
tioned. 

5« The General Machine Cipher Section is located In the basement, 

Wng 1 end 2, Operations "8% The apace allotted to this section is ads* 
quate, and the location ie convenient for contact with other units. A 
floor plan is attached as Inclosure 2* 

6. The lighting in the General Machine Cipher Section is adequate. 

7. Piles . 

a« The following files are maintained in this section: 

(1) Traffic in process. 

(2) File of special parts to equipment. 

(3) Traffic and worksheets - SZD, FISH, SEA, SSI A, PIA, RCA. 

(4) Reports and bulletins. 

(5) Blue prints, machines, spare parts, etc. 

b. The length of time that this material is kept depends upon 
the systems Involved. 

c. The following functions and records have been discontinued 
within the last six months* 

(1) Logs on MCA. 

(2) "003" activities. 
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6 , The .bellowing reports are rendered by the General Machine Cipher 
Section! 

a* Soni-monthly RAX report to General Cryptanalytic Branch and 
Recorder Unit. 

b. Sorri-monthly auramary reports to General Cryptanalytic Branch 
and Recorder Unit* 

c. Special reports on systems with new developments. 

i 

d. Strength report - weekly and monthly* 

e. Monthly reports on enlisted personnel* 

9* Reference material in this section consists of machines and 
equipment * captured or purchased - plus liaison and systems reports which 
are furnished by the Documents Subsection of Information and Liaison 
Branch, All of this .Tutorial 5.s .'wpt on hand indefinitely* 
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GENERAL VjiCICNE CIFIIER SECTION, SPSIB-3C 
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Administrative 



RAM Subsection 
SPSIB-3C1 
Officer in Charge 



Electrical Cipher 
Subsection 
SPSIB-3C2 

Officer in Charge 



Mechanical Cipher 
Subsection 
SPSIB-3C3 

Officer in Charge 



Ciyptanalytic 
Machines Subsection 
SPSTB-3C4 

Officer in Charge 




Machine Maintenance 
Subsection 
SPSIB-3C5 

Officer in Charge 
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1* The sdeaicn of tbs Maeellaneouo Diplomatic Section is the solu- 
tion, exploitation and translation of all miscellaneous diplomatic traffic, 
exclusive of the Japanese Diplomatic and Romance Languages traffic* 

2* This section is divided into four subsections, which, in turn, 
are separated into units, as Illustrated on the organisational chart at 
tached as Enclosure 1, 

3* The Miscellaneous Diplomatic Section maintains liaison with tbs 
following units: 

a* General Analysis Section, Traffic Analysis and Control Brandi* 

b« OP- >20-G* 

c* Government Code and Ciller School* 

d* Signal Intelligence Service, India-Burma Theatre* 

4. Personnel. 

a* The following la a list of the number of personnel employed 
In the Miscellaneous Diplomatic Section: 

’Silo Officers - 9 

If AC Of fleers - Z 

Enlisted Man • 7 

Enlisted SAC - 21 

rilitary Personnel - 39 

Civilians -160 , 

Total Personnel -199 

b* This personnel is not adequate to perform the ml salon aaeigned 
to the section* People with linguistic, mathematical, and good crypt- 
analytic abilities are required in order to perform the mission adequately* 
Personnel with linguistic training have been particularly requested of the 
Personnel and Training Division* The requests for clerical personnel have 
been filled* 

o* There la the usual amount of dissatisfaction in this section, 
due to the fact that because of Civil Service standards, good personas! 
cannot be promoted to higher allocated Jobe, despite their demonstrated 
ability* 
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5* The Miscellaneous Diplomatic Section is located in the 7th 
wing, second floor, Operations n A B . A floor plan of this section is 
attached as Xnelostxre 2* The space in this section is adequate, and the 
location is convenient for work with other sections, as most of the 
liaison can be carried on by means of the telephone* 

6. The lighting is not adequate « additional wall outlets are 
needed to accommodate all of the desk lamps* The overhead lighting is 
inadequate, and many people complain of eyestrain* 

7* The function** of the various sections of the Miscellaneous 
Diplomatic Section axe as follows! 

a* German Diplomatic Subsection, SPSTB-3D1* 

(1) Translation and record* Unit, SPSIB-3D1A. 

(a) Translation of all messages in GEF and GEC, plus 
some GEZ. 

(b) Solution of message* In CSX}* 

(e) Maintenance of *21 records pertinent to trans- 
lation, eld to translation, and historical files 
and records* 

(2) Traffic Unit, S-’o!3-3DlB* 

(a) Receiving and sorting of all incoming traffic* 

(b) Legging of all traffic* 

(c) Editing of traffic for IBM processing* 

(d) Maintenance of traffic files and records* 

(3) Placement and Decoding Unit, SPS3B-3D3C* 

(a) Placement of pad sheets of GEE far overlapping* 

(b) Conducting of research relative to development 
of new areas and advancement of nork In the sub- 
section* 

(c) Hand deoeding of deoipherwd GEE messages* 

J 

(4) Overlap Unit, CP3B-3D1D* 

(a) Solving of GEE pads set in depth after they have 
been placed by the Placement and Decoding unit* 
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(5) Specie! Examination Unit, SVSIB-3DIE. 

(a) Qsssnlnotlnn of nail fvm Uni tad States soldiers, 
civilians, prisoners of war, etc*, suspected by 
censorship, of hidden messages* 

(fc) Examination of messages and notes in various types 
of ordinary an d cryptic shorthand for concealed 
searings* 

(c) Listening to and translating recordings of radio 
telephone oemreraationa and other non-Morse re- 
cordings for mterial of intelligence value* 

b. Miscellaneous Diplomatic Subsection, SPGID-3D2* 

(1) For Eastern Unit, SPSIB-3D24* This unit constats of 
two subunits - Chungking Government and Hanking Govern- 
nent* Tho Far Eastern Unit is responsible for the so- 
lution, exploitation of traffic emanating fnm the fore- 
going governments, plus the solution end exploitation 
of Thai traffic* 

(2) Balkan and Central European Unit, SPSIB-3D2B* This 
unit is divided into the Greek, Jugoslav, Bulgarian, 
Czechoslovak subunits. Each of these units is responsible 
for the ablution, exploitation, and boakhrealdtng of the 
truffle from the foregoing countries* 

(3) Polish unit, FFSIB-3D2C. This unit ie responsible for 
general research on, solution, bookhraaklng, and ex- 
ploitation of Polish diplomatic traffic, 

(4) Cryptanelytic Unit, SPSID-3D2D, This unit is responsible 
for the research towards solution of systems normally 
handled by BPOB-3D21, 3FSIB-3D2B, CEDIB-3D2D. 

c* Near Eastern Subsection, SFS3B-3D3* 

(1) Turkish Unit, srsi3-3D3i* This unit is responsible for 
the research toward solution on nee systems net yet 
solved* The Turkish Unit also deciphers, decodes, 

and translates messages la a cumber of readable systems 
and forwards results to the Bulletin Section of Informa- 
tion and Liaison Branch* 

(2) Iranian and Afghan Unit, SFSXB-3D3&* This unit has the 
same function as the Turkish Unit, except that It works 
on Iranian and Af&m a traffic# 
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(3) Miscellaneous Arabic and Fthiopian Unit* 2PSXB-3D3G* 

This unit works on traffic Troa all of the Arabian 
and States* using Arabic ns a valiicle of 

comcmnlcrtioa - also Ethiopian traffic using English* 
French and Ahasrrie* 

&* 'Teathor Subsection* C!£I3*>3D4* Active research on weather 
system# Is not carried on* Liaison io effected rdtfa the Navy* Signal 
Intelligence Service* Irdifi^Juraa Theetre* Central Bureau Brisbane, 

Army Air I <u*eee realtor Central. 

i 

8. SiSfiftw 

a* The following files are naintained in the varies# subjections* 

(1) German Diplomatic Subsection* 

(a) Original translation# produced by subsection* <v 

(b) Bulletin copies of translation#. \ 



\ 
v 

V 



(0) Translation# of messages intercepted end read by 
the United States Coast Guard from ftcraan sources* 

mainly Clandestine. 1 

\ 

(d) Traffic filao* current end old. 

1 

(e) Overlap files* l 

i 

(f ) Suspense files for message# in translation* 

(g) record of translations completed, sneering dispo- 
sition and bulletin series* 

(h) IB ! solution runs* 

(1) Documents end collateral information* 

(j) Badio telephone and other voice recording#* 

(It) Special examination work problenu* letters* etc* 

( 2 ) Miscellaneous Diplomatic Subsection. 

(a) Traffic files* 

(b) Technical file of 41 numbered drawers controlled 
by a card index* 

(3) Hear Eastern Subsection* 

(a) Transition# 

f h'' i'* [ TOP SECRET! 





(b) Traffic* 



(e) Technical write-ups and collateral Information* 

(3) Who's Who In the Hear past* 

(e) Arabic to racial; and Publish to / Table Vocabulary 
on 3" x 5" index cards* 

(4) leather Subsection* 

(a) Traffic files arranged, by country end system* 

(fc) Technical* 

(c) Beferencos and collateral material pertinent to 
weather* 

(d) Correspondence pertaining to weather with agencies 
outside the Signal Security Agency* 

b. All cf the preceding filoc arc maintained permanently^ with 
the exception of traffic dupes* which arm destroyed when their useful* 
ness has been served* certain ror&uectc cal T5T! materiel - also after 
having served their usefulness* 

9* The reports which are rendered by each subsection of the 
Miscellaneous Diplomatic Section are aa follows i 

a* Daily Information Pul lo tin * subnitted to General Crypfcanalyt 

Branch* 

1>« Semi-'nnthly Technical Report - anhilttod to Miscellaneous 
Diplomatic Section* 

c, Monthly Systems Report * submitted to the Control Office* 

d* Miscellaneous pezeomel reports * submitted to General 
Csyptanolytia Prarch. 

10* The following material is kept as reference material by the 
Miscellaneous Oiplenctic Sections 

a* Secret State Department Cable Briefs * kept for 24 hours* 

b* State Depertrjont Cables* 'lain Tost - used by translators 
snd kept in a permanent file* 

c, Project 900 * kept on penawacat file* 
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dU f&gtc Sunnary - leapt fear 24 heart* 

e, Miscellaneous material from the* Office of Strategic Services, 
Military Intelligence Division, and other sources, received through the 
Documents Subsection in the General Crywtanalytic Branch, and retained 
for • abort period* Used for information on material contained in metaagta* 

f« Subsection traffic lose. Indices, end processing records * 
kept peraenently, 

g, All voice recordings used in the Special Examination Unit 
of German Diplomatic Subsection are retained three months and then destroyed. 



2 Xncle 

Or g Chart, SPSIB-30 
Floor Plan, 3PSTB-3D 
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Polish Unit 
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Civilian in Charge 






1 




1 


Overlap Unit 




V 


Crypt analytic Unit 




SPSIB-3Dld 


1 




SPSIB-3D2d 


1 


Civilian in Charge 




Civilian in Charge 




German Diplomatic 
Subsection 
SFSIB-3D1 
Officer in Charge 



Special Examination Unit 
SPSIB=3Dle 
Civilian in Charge 























DIPLOMATIC 

SECTION 

GENERAL CRYPTANALYT/C 
BRANCH 

SPSIB-fflD 



OPERATIONS "A" 

WING 7 
2nd FLOOR 



SPSIS-/A 





REF ID:A7087jfc 




JAPANESE milTAHT ATTACHE SECTION. ggM8 
GENERAL CRYPTANALYTIC BRANCH. SPSEB-3 



1. The mission of the Japanese Military Attache Section la the 
research, development, and exploitation of Japanese Lalitary Attache 
traffic. 

2. The section is organized in six subsections, as illustrated 
on the organizational chart attached as Inclosure 1. The functions of 
each of these subsections are described below in the discussion of the 
woric flow. 

3* The Japanese Military Attache Section maintains close liaison 
with the Japanese Military Attache Translation Section of Language 
Branch; the Information Section of Information and Liaison Branch, which 
is callod upon for collateral information for uee in solution; and the 
Planning and Priorities Office of the General 1 Cxyptanalytic Branch, 
through which contact is established with other sections vdthin the 
General Cryptanalytic Branch and the Intelligence Division. In addition, 
dose and constant liaison has been maintained between this section and 
the Japanese Military Attache Section of the Govcmoant Code and Cipher 
School. The exchange of technical data and correspondence directly be- 
tween the two operations sections has worked out to mutual advantage, 
and was the subject of special mention by the British representatives 
at a recent combined Signal Intelligence meeting. 

4. Personnel . 

a. The following is a list of the number of personnel employed 
in the Japanese lalitary Attache Section: 

• 

ilulc Officers 1 

Civilians 2k 

Total Personnel - 75 

b. In addition to the personnel listed above, there are attached 
to the prpbla. officers end civilians of Language Branch - a total of 12 
people. 



c. The personnel of tills section v.ork on two shifts, second and 
third, although the majority of the employees are on the day shift. 

d. The personnel currently assigned to this problem are ade- 
quate to execute the mission of the section. 



5. Sgace. 



a. The Japanese Military Attache Section is located in the third 
wing, first floor. Operations n B n . The rear of the wing is occupied by 

■=» -f f >ii 
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personnel of the Japanese Mlitary Attache Translation Section, Language 
Branch, who work on this problem, a floor plan of the section is attached 
as Inclosurs 2* 



b. The space now allocated to the section is adequate. 

6. There is no difficulty *.ith regard to the lighting facilities 
in the section. 

7. Files . 

a. The Japanese Military Attache Section maintains the follow- 
ing files: 

(1) R aw traffic for JAS, JAS-1, JAR, JAT, JBZ. 

(2) Traffic log3 for JAS, J'»S-1, JAR, JAT. 

(3) Overlap sheets for JAS, JAS-1, JAT. 

(4) Work sheets far JAS page set-ups. 

(5) IE.! runs for pages* currently under solution. 

(6) Miscellaneous research data and records. 

(7) Histories and special technical studies. 

(8) Solved message indices. 

(9) Collateral materials, such as Orders of Battle, in- 
formation on military equipment, and a KAMA index. 

(10) Technical correspondence with Government Code and 
Cipher School and within Signal Security Agency. 

(11) Administrative and personnel correspondence and data. 

(12) Translations, 

(13) Cryptographic tools. 

(14) Technical reports. 

(15) Record of message status. 

(16) Cipher Machine Tapes. 

b. Filed materials are destroyed whenever the status of the 
work makes such a destruction possible. IBM prints are salvaged regu- 
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larly as kqjr is re Covered. Most personnel correspondence and data are 
destroyed after twelve months. Recovered cryptographic materials are 
retained permanently. 



3. Organisation and Work Flow, 

a. In order to obtain the beet picture of the organization and 
work flow of the Japanese Military Attache Section, it is necessary to 
have a brief explanation of the technical problems with riiich this 
section is faced. 

(1) The Japanese Military Attache traffic haa been sent 
in fear different cryptographic systems: 

(a) JAR - a one-time pad system which ie in the re* 
search stage. 

(b) JA3-1 - a cryptographic system which la similar 
in nature to the system J AS v/hich will be des- 
cribed below, but which, because its use has 
been limited to one circuit, has not been sub- 
ject to the weaknesses which have permitted eo- 
lation of JAS. 

■ 

(c) JAT - an addixivs system employing a conversion 
square which was used for sending cryptographic 
and crypt analytic information end in rtiich all 
massages have been read. 

(d) JAS - the principal Japan coo Military Attache 
systen which vd.ll bo described in more detail. 

(2) JAS ie a system composed of a di graphic and tetra- 
graphic code chart of which there have been three 
different sots; a literal running key of several 
hundred thousand letters, which normally changed 
every six nbnthej and a conversion square of 26 
26-letter random alphabets, v/hich normally changed 
every 10 deys. T.'ith the comparatively small volume 
of traffic which has been available in this system, 
it could be considered practically impossible of so- 
lution. Solution has been possible through the lo- 
cating of cross-key and cross-system duplicate messages. 

(3) The order of solution of the elements of the system 
is as follows: 



(a) First, the conversion square oust be solved. 



(b) Second, the indicator system which gives the page 
and tho position on the page from which the en- 
ciphering key begins. 
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(o) Third* nwNgM Bust ba overlapped and tha winning 
key stripped. 

(d) Fourth* tha ooda charts moat ba recovered* 

(4) With tha victory of tha Alliaa in Europe tha Japanese 
hava had critical problems of distribation and have 
been unable to maintain thair normal periods of change 
of tha cryptographic materials* Tha work flow of tha 
Japanese Military Attache Section is currently baaed 
on tha following conditions* 

(a) There are several systems in research* 

(b) Tha basic coda chart of tha current JAS system la 
substantially complete* 

(e) The conversion square of the current system la 
fully recovered end has been in effect for seven 
or eight weeks, which is far in excsss of the 
normal period of a conversion square* 

(d) The running key of the current key book is in 
the prooeaa of recovery* 

The work flow of the section is then as follows t 

(1) All traffic is received in the Traffic Subsection 
of Japanese Military Attache Section* from the Re* 
cords and Ustrlbutlon Section of Traffic Analysis 
and Control Branch* through the tube room located 
in the same wing as tha Japanese Military Attache 
Section. Xn this subsection, pertinent data* such 
as tha place from and to* the message number, the 
indicator groups* group count* end other data which 

is psrtinmst to solution or record keeping* is entered 
on five-way cards* These cards constitute a unique 
message indexing system which has been developed to 
serve the needs of this tpeolal problem. 

( 2 ) All traffic ia than sent to the Research dub section 
of the Jepaneee Military Attache Section. Zn this 
subsection the traffic in JAS-1 and JAB is under study 
and it le retained in the subsection* The indicators 
of messages in JAS are studied and daciphsrad* These 
messages then fell into two categories) messages which 
are on portions of the key which have been fully re* 
covered* and messages which are on portions of the key 
which have not been recovered* 
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(3) Messages "v'hjeh fall on portions of the key vhich have 
been £ul3y recovered are turned over to the Machine 
Subsection. A machine was developed for the decrypto- 
graphing of this system which has saved thousands of 
nan hours. In this machine the letters of the running 
key are punched up on Baudot tape and the conversion 
square is wired on an IBM plug board. The cipher text 
of the message is typed on a regular typewriter key- 
board, the machino oer forms the conversion, and the 
decipherment end prints the message in plain code fora. 

(4) The massages which are on portions of the key not re- 
covered are turned over to the Overlap Subsection. 

The Overlap Subsection places the messages on overlaps 
and strips the running key when sufficient depth has 
accumulated on any portion of the key x,o permit 
stripping. 

(5) Messages which have been deciphered by either the 
Machine Subsection or the Overlap Subsection ere then 
turned over to the Records Subsectioh, which has the 
responsibility of decoding the messages, preparing 
them for translation, and keeping the records on all 
messages which have been solved. 

(6) The decoded messages are turned over to the trane- 
la tears in the Military Attache Translation Section 
of Language Branch for translation. In the past, all 
decodes were typed up in final form and all parts 
ware correlated before being turned over to the trans- 
lators. In recent months, however, the translators 
have been translating directly from the worksheets or 
overlap pages, and a small subsection of the Japanese 
Military Attache Section, called the Aides to Trans- 
lators Subsection, has been maintained to correct 
garbles, correlate parts, etc., for the translators. 

9. This section, unlike the other sections of the General Crypt- 
analytic Branch, has a homogeneous problem to study, ine traffic 
being all of the Military Attache and technical problem being limited 
to one principal system with very few subordinate systoms has permitted 
a simple organization which has been outstanding from the point of 
view of cryptanalysis and production. The fact tiiat the section lias 
been operating as & unit for several yoars-has further contributed to 
its success. The Japanese military attache Section it* to be commended 
on its organisational efficiency and its technical effectiveness. 
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JAPANESE HIHTAHT ATTACHE TRANSLATION SECTION. SFS2B»1K 



1* The mission of the Japanese Military Attache Translation Section 
la the bookbreaking, translation and providing linguistic assistance to 
the cryptanalysts in the Japanese Military Attache Section of the General 
Cryptanalytic Branch. 

2. Organ v ation . The personnel of this section perform two major 
duties, translation and linguistic aid to solution of overlaps. These 
two functions constitute the only organisational breakdown of the work. 

3* Th« Japaneee Military Attache Translation Section maintains 
dose liaison with: 

a. The General Machine Cipher Section, General Cryptanalytlc 

Branch. 

b. Other translation sections of language Branch. 

o. The Information Section of the Information and Liaison 

Brand). 

d. The Bulletin Section of the Information and Liaison Brandi. 
4* Personnel . 

a. The following is a list of the personnel employed in the 
Japanese Military Attache Translation Sections 



Male Officers 


• 2 


VAC Officers 


* 0 


Enlisted Men 


•3 


Enlisted WAC 


-_0 


Military Personnel 


- 5 


Civilians 


-J i 


Total Personnel 


-12 


The personnel is adequate for the mission of the section. 
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5. Space. The Japanese Military Attache Translation Section occupies 
the rear of the third wing, first floor of Operations "A" Building. See 
Floor Flan attached to Tab X. 

6. Lighting . The lighting in the area of the wing where this section 
is located 1 b adequate. 

7* Files . Files of all messages which have been translated are kept 
in the Japanese Military Attache Translation Section. 

8. Reports . The only recurring report admitted by the Japanese 
Military Attache Translation Section is the semi-monthly Progress Report 
for the Chief, Language Branch. 

9. General. 

a. The pert played by this section in the processing of Japanese 
Military Attache nes sages is explained in the paragraph on Organisation and 
Work Flos, Taib X. 

b. One unique procedure of this section is the assignment of 
ftiiiaMw numbers to translations within the section. Since a special 
publication series (the D Series) ie set aside for Japanese Military Attache 
messages, the serial publication numbers are assigned to translations in 
this section Instead of in the Bulletin Section as is the case with all 
other publication series. 
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1* The mission of the Japanese Diplomatic Section la the research, 
development and exploitation of Japanese cryptographic systems other 
than those of the Japanese Any, Japanese Navy, Japanese Military Attache, 
and Japanese Heather* 

2* For the performance of this mission, the Japanese Diplomatic 
Section is organised in five subsections (see organisation chart attached 
as Inolocure 1). Tho duties and responsibilities as well as the method 
of performance of these subsections are described in the explanation of 
the work flow which appears below* 

3* The Japanese Diplomatic Section maintains dose liaison with 
the following unite i 

a* The Commercial Section of General Crjptanalytie Branch, I 
which performs one of the technical operations in the production of 
Japanese Diplomatic traffic, and which la described in greater detail In 
the survey of the Commercial Section* 

b* The Japanese Diplomatic Translation Section of the Language 
Branch, which translates all messages in Japanese Diplomatic crypto- 
graphic systems* See control survey of this section* 

e« The Research Subsection of the Japanese Diplomatic Trans- 
lation Section, Language Branch, which is composed of several Japanese 
linguists who work In the asms wing as the eryptanalytie units, lending 
linguistic assistance to the cryptanalysts, and undertaking code recovery* 

d. The Japanese Commercial Translation Section, Language Brandi, 
which works adjacent to the eryptanalytie unite and is responsible for 
the code recovery and translation of systems which arm non-dlplomatio In 
nature* See control survey of this section* 

c« The Japanese Translation Section at Tint Bill Fans Station, 
which performs seme decoding on systems, essentially low grad* in erypto- 
graphic complexity, which have been assigned to than by the Japanese 
Diplomatic Section, end which further assists In compiling s Japanese 
dictionary* 

f * The Earn Sorting Unit of General Analysis Section of Traffic 
Analysis and Control Branch, which is loeated in tbs same wing with the 
eryptanalytie and translation units, and sorts and distributes leans 
traffic frost the Japanese communications net, which has been named the 
Japanese Domestic Network. 
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g. The Bulletin Section of the Information and Zlaiaon Branch 
to when all translations are delivered and from who* the worksheets and 
bulletin copies are returned* 

h« The Government Code and Cipher School and the Canadian 
Center at Ottawa with shoot a division of labor both in research and ex* 
ploitation has been affected. 



a. The following is a list of the number of personnel employed 
in the Japanese Diplomatic Sections 

3ale Officers * 2 
WAC Officers * 0 
Enlisted Men *1 
Enlisted WAC - 2 

Military Personnel * 5 

Civilians *90 

Total P ers onnel *95 

b* In addition to this personnel, there are 61 people attached 
to the problem by the language Branch* 

c* The personnel of tills section work on three shifts* with 
the majority on the day shift* 

d* The personnel currently assigned to the section are Inade- 
quate to execute the total mission of the flection* due to hud: of trained 
cryptanalytie personnel* The Japanese Diplomatic Section is unable to 
undertake research and recovery of many Japanese Diplomatic and Commercial 
systems which contain intelligence of value to the prosecution of the war* 
This fact has In practice resulted in a modification of the mission of 
the section, so that the mission la currently baaed on what it is possible 
to undertake* considering the shortage of personnel, rather than on the 
research and exploitation of all Japanese systems* 

e* It is estimated that in order to accomplish the total mission 
of the section the following additional personnel would be required in 
the section* 



Research Subsection 
Development Subsection 

Total 



i 



l 

Experienced 


p^r^m 


Hew 

Analytic 


Total 


Analysts 




Aides 


8 


7 


10 


25 


..me 


JL 




JLSL 


8 


12 


15 


35 
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3* The spaoe allocated to tho Motion it adequate end 

ite location in reape ot to other unite it convenient, with the ax»ep- 
tion of the feet that it it aeparated by three winga and one floor trm 
the Japanese Diplomatic Translation Section, to which the deoodlng of 
every Japanese diplomatic message auet be taken, and from sheet all 
scanned and translated massage* suet be returned. Thin physical separa- 
tion results in e considerable waste of tine end energy between theee 
sections. A floor plan of this section is attached ae Inoloeure 2* 



6. The lighting of the wings is considered inadequate* 

7. £Ust. . '■ 

a. The following files are aaintainad in the Japanesa Diplo- 
matic Section* ^ 

(1) Administrative correspondence end records* 

(2) Technical correspondence, studies, and reports* 
Historical aaterlal and current material used In 
eoeaon by the various subsections is filed in the 
Administrative office. Current material relevant 
to particular problems is filed in the appropriate 
mbeestlon* 

(3) Code instructions and technical cross«roferenees • 
filed in tiie Administrative office. 

(4) Technical analytic materials and worksheets. Histori- 
cal materials are filed In the Administrative office 
or storage. Current materials are filed in the appro- 
priate subsections* 

(5) Traffic and decodes. Originals in procsss sse hsndlsd 
by the appropriate subsection. When processed they 
are filed In the Traffic Subsection or storage* lapse 
are filed in the appropriate subsection. 

(6) Traffic logs end indexes. Heater logs and indexes are 
filed in the Traffic Subsection or storage. Necessary 
additional logs for particular systems ere aalntained 
in the appropriate subsection. 

(7) Bulletin copies. Filed in the Traffic Subsection or 
storage* 



b. Truffle dupes are kept for 6 months* Obsolete administra- 
tive correspondence and records are destroyed every 6 months, remainder 
of files are kept permanently* 



o* With regard to the possibility of eliminating unnecessary 
files nor maintained in the Japaneee Diplomatic Section, it was suggested 
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that the file of bulletin copies he destroyed after alx mouths* except 
for those bulletins dealing with code instruction* The Officer la 
Charge of the section agreed to this suggestion* 

d* Esaadte* 

a* the following reports axe prepared by the Japanese Diplo- 
matic Section* 

(1) Teddy strength report - originated by Administrative 
Office and emhcdttei to Chief* Qeneral Cryptanalytle 
Branch* 

(2) Monthly strength report - originated by Administrative 
Office r,nd submitted to Chief* General Cryptanalytle 

■> Branch, 

(3) ?eai-monthly Roster of Enlisted Assignments - originated 
by Administrative Off lee and submitted to Chief* General 
Cryptanalytle Breach* 

(4) Tee&y night-shift roster - originated by Administrative 
Office end submitted to Chief* General Cryptanalytle 
Branch* 

(5) TscKLy night-shift supervision roster - originated by 
Administrative Office* and submitted to Ghief* General 
Cryptanalytle Branch* 

(6) Daily technical report - originated by Administrative 
Office* and submitted to General cryptanalytle Brand* 
Pecorder* 

(7) Semi-monthly technical report - originated by all sub* 
sections of Japanese Diplomatic Section* and submitted 
to Administrative Office of this section* 

(3) Semi-monthly technical report « originated by Administra- 
tive Office and submitted to General Cryptanalytle 
Brandi Recorder* 

(C) Daily systems report * originated by all subsections* 
and submitted to Administrative Office of Japanese 
Diplomatic Section* 

(10) Monthly systems report - originated by Administrative 
Office and submitted to Control 'Office* 

X / 

9a * Organisation and Itork Jlow» ^ 



i - 

a* The traffic which is received intlie Japanese Diplomatic 
Section is of two principal types* 
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(1) Japanese Diplomatic and Greater Seat Asia Ministry 
traffic received from International Point to Point 
circuits, and from the Fir Eastern Diplomatic Not* 

(2) Japanese Coanercial, Minor G o v er nm ent al, and Private 
traffic which is received froa the Japanese Domestio 
Set. 

h. Traffic of the first type is received In the Traffic Sub* 
section, where it is Identified as to cryptographic system, indexed, 
logged, and distributed to the subsections concerned for further pro- 
cessing. 




e. Traffic which is in one of the machine cipher systems is 
tamed over immediately from the Traffic Subsection to the rfeehine 
Subsection, This subsection indexes its own traffic, solves the machine 
settings, and deciphers the messages on the cipher machine. The sub* 
section is set up separately partly because it represents a unique 
Japanese cipher system which cos be handled independently, and partly 
because it is believed that additional security applies to tbs fact of 
the solution of this most secure Japanese system, and for this reason 
it is isolated from the rest of the section, 

d. Traffic which is in systems which have been completely 
solved is turned over to the Decode Subsection, This eectlon is respon- 
sible for the decoding and deciphering of these systems. For reasons of 
convenience and for, best utilisation of personnel, the personnel (colored) 
of the Commercial Section of the General Cxyptanalytle Branch perform 
the decoding of the system JAH, More complete description of this 
activity is available in the survey of the Commercial Section. 

e. Traffic which is in systems which have been partially solved 
la turned over to the Development Subsection, where such messages as oaa 
be read are decoded or deciphered, and those which cannot be read are 
added to the cryptographic depth to aid in further recovery of unsolved 
elements of the system. 

3, Traffic in systems which have not been solved ia turned over ° 
to the Research Subsection for study, 

g. Decodes which axe made in the Machine Subsection, the Decode 
Subsection, and the Development Subsection, are then sent to the Japanese 
Diplomatic Translation Section of Language Branch, where they axe-' 
scanned, and those which are of importance are translated, 

h. All decodes are returned from the Japanese Diplomatic Transla- 
tion Section to the Traffic Subsection of the Japanese Diplomatic Section, 
General Cxyptanalytle Branch, Here the messages which have not been trans- 
lated are filed in the Traffic Subsection, Messages which have been translated 
are further processed far the addition of relevant relay and cross reference 
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information before they are cent to the Bulletin Section of Information 
and Liaison Branch for publication and dissemination* This processing 
consists of adding such Information as call signs* indicators of further 
routing etc* i 

' \ i 

f ! 1 1* 'Traffic of the second tyre* as listed in paragraph 9 a (2) • 
that is 4 of the Japanese Domestic Set - Is received in the Japanese Diplo- 
matic Section fro* the Kana Sorting Unit of the General Analysis Section 
of the Traffic Analysis and Control Branch, This sorting unit works in 
the some' vfini as and in close pr ox i mity to the sections which process 
the traffic* Traffic in readable systems is turned over to a group of 
decoders v&o are a part cf the General Cryptamlytic Branch, These de- 
coders are located in the same area as the translators, and they work 
closely in the production of intelligence* 

- 1 /« 

■ J* Plain text messages are handed to the translators for scanning. 
Those cf irradiate operational use are translated on the spot) those which 
are obviously unimportant are destroyed} and the relative importance of 
the rest of the vessages is indicated and they are then sent to the 
Japanese Nisei Unit at Vint Hill Farms Station for translation* 

i 

k* Traffic in systems which are under study is turned over to 
the Research Subsection of the Japanese Diplomatic Section* 

' 

1* The work flow of this Dcnoetio Net traffic is very well 
under control* This is obviously due to the complete integration of the 
work of the units of General Crypianalytic Branch* the Traffic Analysis 
and Control Branch* and the Language Branch* The physical location of 
all of the units in one area and the spirit of cooperation between then 
has greatly contributed to their effectiveness* 



2 Xnols 

1* Org Chart - SPSXB-3F 
2* floor Plan - SPSIB-3F 
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JAPASBtiK COMMERC IAL ^AHSl4yi(it .ggTI0H.. SPSlB g aC. 



1* Mo niaslon of the Japane «o Coorwrcial Translation ooetion ii 
tha bookbreaking and translation of all Jepaaoaa language commercial 
message* - that Is* non-army and non-dlplcnatlc traffic - shich are 
intercepted on the Japanese Domestic Net* This section also supplies 
0*2 with specific information concerning locations of industrial 
establishments* production figures* railroad lines end bridges* etc** 
for use In the strategic bombing end submarine campaigns and in the 
economic studies being made of Japan's ability to wage war* In addi- 
tion, a scanning group in this section has the mission of clarifying 
inferences from plain text In volume which might yield material of in- 
telligence value* and scanning ell plain text messages In order to de- 
signate the messages that are to be translated by the Translation Unit 
at Vint Hill* 

2* decausa of tha small number of people employed in this section* 
it is not broken down into subsections* and therefore ea organisational 
chart is not included* 

3* The Japanese Commercial Translation Section is closely integrated 
with the following unltst 

a* Kfina Sorting Unit of Traffic Analysis and control Branch* 
b« Shipping Section of Information and liaison Burch, 
e* Japanese Diplomatic Section of General Cryptanalytic Branch, 

4* Personnels 

a* The following Is a list of the personnel assigned to the 
Japanese Conasrcial Translation Section! 

Hale Officers - 3 — 

WAC Officers - 2 Tab 

Enlisted Han - 8 L 

Enlieted WAC » 0 

Military Personnel - 13 

Civilians - 6 

Total Personnel - 1? 
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b, the foregoing personnel It adequate to perform the mission 
assigned to the section* 



a* The Japanese Commercial Translation Section is located In 
the roar of tting 4* first floor* Operations "B H * The space assigned to 
this seotlon is adequate* (4 floor plan of this section is included with 
the floor plan of the Japanese Diplomatic Section, General Gryptanalytic 
Branch in Tab K. 

b. The location of this section is convenient for contact with 
other sections, particularly the Kane Sorting Unit of Traffic Analysis 
and Control Branch, and the Japanese Diplomatic Section of General Crypt- 
analytic Branch* 

6* The lighting in thie section is adequate, as the section is lo- 
cated in the rear of the wing* 

7* Files. 

a* The f ©Hearing files are maintained in the Japanese Commercial 
Translation Sections 

(1) File of company names and cable addresses appearing on 
the Japanese Domestic Net* 

(2) Three-way traffic file, by date, worksheet number, 
and H-number* 

(3) Solution file of the systems being exploited or which 
have been exploited* 

b* The length of time that the files are maintained varies 
from three months for dead-hsadsd systems or parts of systems, to in- 
definitely for unsolved material* 

6* Ifonorta. The following reports are rendered by the Japanese 
Commercial Translation Sections 

a* Trigraph reports which are prepared monthly end submitted 
to the Control Office. 

b* Semi-monthly progress report submitted to the Chief, Language 

Branch* 



9* The reference material utilized by tibia section consists of in- 
formation obtained from the Special Projects Section of Language Brandi, 
the Information Section of Information and Liaison Branch, and the Economic 
Branch of G-2, Because of the present else of the section. It is not 
necessary to maintain a central system of reference material, although if 
and when the section increases* it may be necessary to establish a definite 
file of reference material. , 
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10* 4 more qomplete description of the work flow of this section ie 
to be found in the work flow of tbe Japanese Diplomatic Section of the 
General Cryptanalytlc Branch, Tab R, 




1* The mission of the Japanese Diplomatic Translation Section li 
the translation of Japanese Diplomatic traffic* and the assisting of 
the General ; Cryptanalytic Branch cryptanalysts with code Instruction 

sassages* , 

/ ' 

2* iha Japanese Diplomatic Translation Section is composed of 
four subsections* as illustrated on the organisational chart attached 
as Znolosure 1* 

3* / The Japanese Diplomatic Translation Seotlon works in dose 

' / , 

/ a. / Japanese Diplomatic Section of General Cryptaralytic Drench* 

1 J> ' 

' b. ' Information Section cf Information and Liaison Branch* 

r l 

i 4» Bulletin Section of Information and Liaison Branch* 

// 

noire detail a of ]the Integration of this section with cryptanalysis will 
bei found jin control survey of Japeneee Diplomatic Section of General 
Cryptanolytic Branch* 

4* b&£IS2B^U 



a* The following la a list of the personnel employed In the 
Japanese) Diplomatic Translation Sectloni 

i 

Mai© Officers •* 7 

TTAC Officers * 0 

Enlisted Men «• 20 

Enlisted WAC > 0 

>1 

i 

military Personnel • 27 

V 

Civilians » IS 

/ 1 

Spotal Personnel • 42 x 

^ i ( 

b« The personnel in this section is adequate to perform the 
mission assigned* 

j 1 l 

5* The Japanese Diplomatic Translation Section is located In the 
hoadheuse* at the head of Ding 1* second floor* Operations "B"* A floor 

plan of this ooctdon is attached as Znolosure 2* Although the space al- 
lotted seems adequate* there is seme question as to the convenience of 
the location of this unit in respect to the other units with which it 
works most closely. The factors which militate in favor of moving the 

section area t 

* > 




TAB 
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a. All Japanese Diplomatic messages which ax* decoded soft bft 
' carried from the fourth vine* first floor to the headhouse of the first 

vine* second floor* for scsimtng and translating* and mat than ba re* 
turned. 

b. The other sections with which the translators have olosast 
operational contact (Information and Bulletin Sections of Xhforaation 
and Liaison Branch) are all located in the fifth sing* first floor. 

6. The factors which militate against moving the section aret 

a. The translators prefer the pesos and quiet of the headhouse. 

b* The location is convenient to the Administrative Off lea of 
the Branch* 

7* The lighting in this section is adequate. 

8. fjflgg. 

a. The following files are maintained In this sections 

(1) Current H* T. C.Z. and 3JL* series of Japanese diplo- 
matic messages - maintained for 6 months. 

(2) British cabled translations of Japanese diplomatic 
messages * kept permanently* 

(3) Magic Diplomatic Summaries bade to 5 February 1945 * 
kept permanently. 

(4) Reference file containing materials for daily use by 
this section - kept permanently. 

9. The following reports are rendered by the Japanese Diplomatic 
Translation Section! 

a. Semi-monthly reports - submitted to the Chief* language 

Branch. 

b. Periodic efficiency reports. 

10. The following is a list of the reference material used by this 
seetlont 

a. lists of Japanese personnel. 

b. Lists of Chinese personnel. 

c. Railroad studies Cxm the information and Liaison Branch. 
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d* Maglo Dlplonatie Sunnarlas, 
e« niotionarioa, 
f« Ship Hota, 

g* F.eporta on Iron, alumina, ate*, in Chinn and Stenohulojo* 

2 ind ii 

1* Org Chart GPSUVlD 
2, Floor Plan 3PSHMD 
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1, The mission of the Special Problems Section la to discover as 
much information about Russian traffic aa is possible* 



2, Organisation. 

a, The organisation of the Special Problems Section la unique 
in that each pereon reporta directly to the eeetlon chief, rather than 
the section being divided into eubeectiona and unite* The organisational 
Chart, attached aa Inclosure 1, indieatea that the functions on a staff 
level ere divided into 3 categories, end that the cryptanalysts are placed 
on teams that work together, bat who ere directly responsible to the 
Officer in Charge of the Special Problem Section, The advantage of this 
type of organisation la that the cryptanalysts, translators, and personnel 
engaged in the exploitation of Russian traffic are not concerned with the 
administrative details of their subsection or unit, end therefore, they 
can devote their entire time to their own specific problem, 

b» Because of the highly classified nature of the work in this 
section, there are several additional duties performed by the Special 
Problems Section which ere not performed by any of the other sections of 
the General Cryptanalytle Branch, 

i 

(1) It is the duty of this section to type up the dally 
bulletin of the messages translated, rather than the 
Bulletin Section of the Information end liaison Brandt, 
Copies of these messages ere handc&rrled to the repnty 
Chief of Staff, Military intelligence Service, 

(2) A file of collateral information ia maintained in this 
section, which would ordinarily be kept in the Infeme* 
tlon Section of Information and Liaison Brandi* 

3, There is no liaison maintained between this section and any 
other section or unit of the Signal Security Agency, except the General 
Cryptanalytle Branch Administration Office, The Special Problems Section 
does maintain contact with the eeetlon at the Havel Communications Annex 
engaged in the study of Russian problems, 

4, Personnel. 

a. The following is a lift of the personnel employed in this 

section! 

Male Officers - 5 

Civilians * 9A 

Total Personnel • 99 
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b, At least lOO* expansion in personnel will be required in 
this section. Zowuvor, it iu believed that an increase of 20 £ of the 
personnel each south would provide for necessary expansion and still 
would not endanger security. 

c* Personnel for this section usually are recruited from snail 
towns, and from persons who hive ft religious background* People who are 
gredurtea of large universities and who Lajored in economics are not ac- 
cepted* without further check on theri loyalty. 

d. In selecting the personnel from the Civilian Training School, 
they arc questioned as to their likelihood of remaining more or less per* 
nanentl, on the job. This is done in the interests of security, and 
continuity of the work flow* 

5* The Special Problems Section Is located in the sixth wing, second 
floor. Operations "A”, separated from an adjoining section only by movable 
partitions* This location is not satisfactory for maintenance of security. 
Because of the distance between this section and the Motfrlst ration Office 
of the General Cryptenalytic Branch, tho location Is not convenient* It 
Is believed that this section should occupy the whole wing, or a closed 
rocn in some other location. 

6* The lighting in the Special Problems Section is completely in* 
adequate* 

7* Files, 

a. The following files axe maintained in this Section; 

(1) Administration correspondence and records* 

(2) Collateral information files* 

(3) Cryptographic collateral file. 

(4) Technical inventory* 

(5) Traffic* 

b* These files arc all maintained indefinitely, except for 
the administration files, which are placed In an obsolete file at the 
end of the year* 

8* The following reports are rendered by the Special Problems 
Section; 

a* Monthly man-hour report submitted to the General Cryptenalytic 

Branch* 
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b* Sealnreekly technical report submitted to the General 
Cryptcnalytlc Branch* 

c. Occasional technical reports on solutions submitted by 
cryptanalysts* distributed internally* and in a few cases* to the Navy. 

d. Systems reports submitted to the General Cryptana lytic 

Branch* 

e. Miscellaneous personnel reports. 
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1, The nlsslon of the Information Section of Ihfoimatlaa and 
Liaison Branch is a* follows* 

«• To receive* record and to distribute throughout Signal 
Security Agency classified documents and similar materials of value to 
the operating units* 

b* To supply operational* background and documentary informs* 
tion to cryptanalysts and translators* 

e* lb cooperation with the Who*s Who Branch of the Military 
Intelligence Service to effect an exchange of processed information which 
enables each to have available acre wanted Information than either cobid 
provide sloop. 

d, To provide an index of information (exclusive of that re* 
latlng to certain economic topics) appearing in the Signal Security Agency 
Bulletin* 

a* To acquire* catalog* distribute* care for unclassified books 
and other reference materials of value to the Signal Security Agency* 

2» The Information Section is divided into three main subsections, 
plus the Signal Security Agency library* as illustrated on the organise* 
tional chart attached as Xbsloaure 1* 

3* This section works in dose liaison with the following units* 

a* All branches of the Intelligence Division for information 
helpful in cryptanalysis and translation* 

b, AH operating units of the Signal Security Agency as oe» 
easien arises for then to obtain bocks* classified documents or informs* 
tion on spesial topics* 

4* The following is a list of the personnel employed in the Informs* 
tion Sections 

c 

Hale Officers • 2 

TJAC Of fleam - 0 

Enlisted Elen • 1 

Enlisted WAC * 3 

Military Personnel * 6 
Civilians fti L, 

Total Personnel • 77 
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all geographical piaoaa, 
available to the Deformation Section, 



Contain information on 
a, derived fro* all aouroes 



(o) ato Contain gazetteers, asps and band* 

bookaj Japanisod torsions of place hums with (to 
far as practicable) Chinese character*) tiles of 
pot; camps, airfields* 



(3) Is4p3r,jgiM* All n, D, L, T, CI aesoagea filed te~ 
earding to the topics with which they deal, except 
such message* as are handled by specialised units at 
SlgmC Security Agency ear the Pentagon, 



tt) y pint^tO-PjPia t. All H, D, L, T, and CZ massages filed 
alphabetically according to point of origin and destine* 
tion* and under this* by aessege number within the pear. 



b. Processed information and significant documents, bocks and 
similar reference material! are kept permanently, Kona of the files have 
been labelled obsolete because of the servlet this section performs for 
other unite. 



8, the following reports ere rendered by the Information Sections 

e* Who** Who In Diplomacy •monthly supplement distributed In 
the Signal Security Agency and outside. 

b. Special reports* as required* 

c* Feports compiled ft? am materials on file* which remain in 
the file for reference and additions. 
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1* Qrg Chart * SFSHt-6 
2, Floor Plan • SPSIR-6 
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1, As set forth la paragraph 11 of the overall report of the 
General Cryptanelytio Problem, there is an evident need for nor© control 
In the establishing of priorities concurrent with an adequate review of 
the product of intercept. As stated, there are really two problem to 
be faced which are interdependent and are hast solved by considering 
then in relation to each other, 

2, The first of these problems is the setting of priorities in 
all fields of the work of the General Cryptanalytic Problem* The malar 
items to be considered hers ere intercept priorities for desired intelli- 
gence research priorities, exploitation priorities, and translation 
priorities. Intercept priorities for intelligence, research and ex- 
ploitation priorities are dependent on two factors - naturally, the in- 
telligence requirements, end secondly, the technical requirements of 
cryptanalysis, Translation priorities, however, are dependent almost 
entirely upon intelligence requirements, 

3, In establishing priorities for these activities there must be 
established a method whereby the work produced end the energy expended 
in the process of meeting priority standards are consistently and con- 
stantly reviewed, in order to determine! 

a. Whether the priority ie actually being followed. 

b. What the priority Is actually accomplishing In tins, per- 
sonnel, facilities, end the relative importance of this expenditure, 

4* There ie set forth in the following an outline of a aeetlon, 
of a staff, to accomplish these objectives. This outline is based upon 
the following considerations; 

a. That the Military Intelligence Service, while In a position 
to give general directives as to Intelligence requirements, cannot give 
spot priorities requiring sudden changes in Intercept missions, relative 
value of two specific messages before they are translated, or any other 
type of detailed direction, 

b. That It ie necessary to have as much detailed direction as 
possible, within the Halts of efficient operation. 

c. Hist the Signal Security Agency ie actually an intelligence 
evaluation organisation in that it performs a continuous process of evalu- 
ation each time a massage is read but not translated, 

d. That the Military Intelligence Servioa will not immediately 
be reoriented to a degree sufficient to allow it to give detailed intelli- 
gence direction to the Signal Security Agency, 
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s, That it is possible, with the sources of collateral Informa- 
tion available, to establish at least minimum intelligence standards vhioh 
may be applied to priorities* 



f. That the more complex problem in establishing priorities is 
the balancing of technical requirements plus determination of what eon* 
atitutea important intelligence. 



g. That most of the elements necessary for priority oontrol 
exist within the Agency and need only to be coordinated. 



4, There are two functions which are currently being performed by 
the Trends Research Unit which would form an Integral pert of a priorities 
unit. These are* Subject Matter Category Studies, end the Bating of the 
Intelligence Value of Messages, 

a, Subject Matter Category Studies. These are studies made 
of mess&gos bolng mbllshed with a view to determining the types of in- 
formation carried in each cryptographic system read at the Signal Security 
Agency, This function should be assigned to the priorities unit and 
operate in the following manner* 

(1) When a new system becomes readable, a good sample of 
mss sages from all olreoita should bs translated cat sum- 
marised and studied. Subject natter categories of the 
information transmitted in the systems should then bs 
sst up, 

(2) No more studies should then be nade until some change, 
such as the introduction of a new system or the dis- 
continuance of an old system upsets the cryptographic 
communications balance of the country concerned - or 

3 months later, whichever of these events occur first, 

(3) These categories, combined with a cryptographic evalua- 
tion of the system, should be used to determine the 
relative position of the system in the scheme of esammi- 
oations of the forei&i government. 



b» Bating of the. Intelligence Value, of ’feswaree. pie function 
of the Trends Research Unit should be attached to the priorities unit, to 
operate as follows* 

(1} Head all published messages, 

(2) Rate these messages according to any agreed-on scale 

on the basis of information obtainable from the current 
information specialists who would also be attached to 
this unit, 

(3) Set up an automatic procedure for a review, on a monthly 
basis, of the value of massages in each producing system 
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compared to the time lag of messages of most importance 
to determine if there la any place when additional 
personnel or proeeduree may be required to speed up 
the processing of a system with a high relume of high 
value messages* 

6, Another function which le in existence within the Intelligence 
Division and which could be easily oriented to the problem of priorities 
is the Current Situation) Roo^ * The personnel of -this unit have been 
trained to analyse political end eeononle events* The application of 
their work to the problem at hind would entail operation along the follow- 
ing lineal 



a* The analysts would read newspapers such an the Hew York 
Times) they would also read the total bulletin, and the State Department 
cables* 



c* The process of reading these items will keep the personnel 
well informed on current affaire* 

d* The crucial point of their duties, however^ would be the 
critical examination of State Department cables* Signal Security Agency 
receives copies of briefs of all cables going to or from the State De- 
partment, From a critical reeding of these cables it is possible to deter- 
mine in large measure and Is good detail the subjects on which the State 
Department lacks information* Zt would then be the duty of this unit to 
inform Use heads of production sections that messages dealing with these 
subjects should be translated, the geographical location of points where 
messages of desired intelligence would probably pass, and to give some 
explanation of their importance* A further refinement of this function 
would be the calling to the attention of the heede of the production sec- 
tions the fact that the particular subject matter is usually transmitted 
In a particular system or systems (which Information would he available 
from the subject matter category records). Another application of the 
work of this unit would be the noting of subjects which are items of com- 
ment and imports by the representatives of numerous countries In a parti- 
cular world capital* A spot cheek of the countries In whose readable 
systems the subject did not appear, but might reasonably be expected to 
appear, might lead to the assumption of a crib for Immediate or future 
application to a system of that country which wee under study* These ere 
patterns of the methods in which the Current Situation Hoorn activities 
could bo brought to bear directly on operations* 

7* Added to these functions would be the technical activities of 
the Planning and Priorities Office of the General Cryptanalytlc Branch, 
performing the same duties ae at present* 

d* Also, a member of the intercept control group would be a member 
of this priority staff group* 
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9* Zt le believed that If a priorities unit ware set up along the 
lines indicated in the foregoing* and the details of operation worked out 
in oostnon by personnel who have been perforating the separate functions, 
a great advantage would result In the Control of the activities concerned 
with the General Cryptanalytic Problea* 





